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Foreword 
The Domain Name System (DNS) is the backbone of the internet, serving as the critical 
infrastructure that enables seamless communication and access to online resources. 
However, as our reliance on the digital realm continues to grow, so too does the threat 
landscape. Advanced Persistent Threat (APT) groups and state actors have increasingly 
turned their attention to DNS, exploiting vulnerabilities and manipulating this essential 
system for malicious purposes. 

In recent years, we have witnessed a surge in DNS abuse, with APT groups like APT28 (Fancy 
Bear) employing sophisticated techniques such as DNS hijacking and spoofing to carry 
out espionage, data theft, and disruption of services. The discovery of the "Operation 
Muddling Meerkat" campaign, attributed to Chinese state-sponsored actors, further 
underscores the urgent need for organizations to prioritize DNS security. 

This book serves as a timely and essential resource for anyone seeking to understand the 
critical importance of DNS security in today's digital landscape. It provides a 
comprehensive overview of the tactics and techniques employed by APT groups and state 
actors, shedding light on the evolving nature of DNS abuse and possible countermeasures. 

The author has done a remarkable job of demystifying the complexities of DNS and 
presenting the information in an accessible and actionable manner. He emphasizes the 
importance of adopting best practices, such as implementing DNSSEC (Domain Name 
System Security Extensions) and monitoring DNS traffic for anomalies using advanced 
analytics and machine learning techniques.  

I strongly believe that comprehending DNS and prioritizing DNS security is not just an IT 
concern, but a strategic imperative for every organization. The potential consequences of 
DNS abuse extend far beyond technical disruptions; they can compromise sensitive data, 
erode customer trust, and inflict significant financial and reputational damage and even 
severe denial of service.  

It is our collective responsibility as leaders to ensure that DNS security receives the 
attention and resources it deserves. By fostering a culture of cybersecurity vigilance, 
collaborating with industry partners, and staying abreast of the latest threats and 
mitigation strategies, we can build a more secure and resilient digital ecosystem. 

I highly recommend this book for all Cyber Défense professionals to comprehend the 
critical importance of DNS security in today's interconnected world. Whether you are a 
business leader, IT professional, or cybersecurity enthusiast, the insights and guidance 
provided within these pages will undoubtedly enhance your understanding of DNS and 
empower you to take proactive steps to safeguard your organization against the ever-
evolving threat of DNS abuse. 

Together, let us stand united in our efforts to combat the growing menace of DNS abuse 
and create a safer online environment for all. 

Premchand Kurup 
CEO 
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PREFACE 
The Domain name system (DNS) plays a key role in the internet. It lets users find websites and online 
services easily. DNS turns web addresses into IP addresses that computers can read. It works like a 
phone book for the internet. 

But, as we rely more on digital tech, DNS has become a target for cyber threats. Groups like hackers 
and nation-state actors exploit DNS flaws for bad acts. These include spying, data theft, service 
disruption, and spreading false info. 

Over time, major events show the need to fix DNS security issues. For instance, the DNSChanger with 
possible origin from Iran malware infected millions of PCs worldwide. It redirected users to bad sites. 
More recently, "Operation Muddling Meerkat" by Chinese state-backed hackers possibly carried out 
massive DNS interception and abuse. DNS abuse can harm trust and privacy. It may let hackers steal 
data or hurt firms. DNS data is crucial  & DNS safety is vital for all. 

Advanced hacker groups like APT28 (Fancy Bear) use complex DNS hijacking and spoofing tricks. By 
changing DNS records, they can redirect traffic to their servers. This lets them steal data, spread 
malware, and spy - while also evading detection. 

This book talks about DNS threats, state hacking methods, and how groups can strengthen defences. 
It explains DNS deeply and shows real cases to help readers fight DNS abuse. We'll learn DNS basics, 
abuse history, and crooks' newest tricks. We'll cover the best ways like DNSSEC, traffic monitoring, and 
machine learning detection. These can protect DNS. 

Sharing intel is key too. Groups teaming up with researchers and governments can make the web 
safe. Acting early with this security mindset lets us stay ahead of the bad guys defend against cyber 
threats an remain resilient. 

DNS security is vital for IT experts, cybersecurity professionals, business heads, and anyone aware of 
its importance today. This book aims to offer insights, suggestions, and a full view of DNS threats. It 
empowers readers to fortify defences against DNS abuse and can help early detection of 
Ransomware & APT attacks, 

As cybersecurity evolves, remember: DNS security isn't just technical – it's a shared duty. Working 
together, staying alert, and adapting strategies can build a more secure digital future. 

 

 

Balaji Venketeshwar 
Global Head - MSS 
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HISTORICAL PERSPECTIVE OF DNS ABUSE & ATTACK 
VECTOR  

COMPREHENDING RISK and POSSIBLE COUNTERMEASURE 

What is DNS? 

DNS, or Domain Name System, serves as the phone book of the internet, translating 
domain names into IP addresses. It facilitates our access to websites, services, and 
resources by enabling easy-to-remember domain names such as 
www.paramountassure.com  to be translated into the numerical IP addresses 
needed to locate servers on the internet. 

The role of DNS within the TCP/IP model is crucial as it acts as a bridge between the 
application layer and the network layer. When a user enters a URL in their browser, 
the application layer sends a request to the DNS resolver to translate the domain 
name into an IP address. Once the IP address is obtained, the network layer can 
then route the request to the appropriate server. 

DNS functions in a hierarchical manner, where distinct tiers of DNS servers manage 
specific segments of the domain name system. This decentralized design of DNS 
boosts its ability to grow and withstand disruptions. It enables the storage of DNS 
data at local levels, lessening the burden on primary servers and enhancing the 
speed and effectiveness of resolving domain names.  

The procedure of Domain Name System (DNS) resolution comprises multiple 
sequential stages. In the DNS resolution process, the Recursive Resolver is triggered 
when a user's device connects with a DNS recursive resolver, typically offered by 
the Internet Service Provider (ISP). This resolver takes charge of submitting further 
inquiries to complete the name resolution. Acting as a mediator between the user 
and DNS servers, it manages the intricate task of carrying out iterative searches for 
the user.  

 

In the DNS resolution process, the resolver initially contacts a root nameserver to 
obtain information about a Top-Level Domain (TLD) nameserver, such as those for 
.com or .net. Root nameservers serve as the foundation of the DNS hierarchy and 
play a crucial role in guiding queries to the relevant TLD nameservers.  

Top-Level Domain (TLD) nameservers play a crucial role by revealing the location 
of the authoritative nameserver for a given domain. These nameservers store 

http://www.paramountassure.com/
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details about domain names in their corresponding TLDs and assign the task of 
resolving particular domain names to the authoritative nameservers.  

Authoritative nameservers play a crucial role in the DNS system by supplying the IP 
address corresponding to a hostname, which is later transmitted back to the user's 
device via the recursive resolver. These nameservers hold the responsibility of 
delivering the ultimate response to a DNS inquiry and are under the management 
of the domain owner.  

The DNS resolution process comprises multiple steps, each encompassing a 
sequence of DNS inquiries and corresponding replies, where individual servers 
contribute specific details essential for domain name resolution. This progressive 
technique facilitates the effective dissemination of the DNS database and 
empowers the system to manage the extensive array of internet domain names.  

Domain Name System (DNS) messages are enclosed within Transmission Control 
Protocol/Internet Protocol (TCP/IP) packets, which can be transmitted via either 
TCP or UDP. Irrespective of the transmission protocol used, DNS packets exhibit a 
consistent structure encompassing the following elements:  

The header in a communication protocol encompasses identification, indicators, 
and tallies for the quantity of queries and responses. Additionally, it clarifies the 
nature of the communication as either an inquiry or a reply, detailing the query type 
and the requested recursive actions.  

The question section inquires about the hostname and the specific type of record 
being requested, such as A, AAAA, or MX. It provides details on the domain name 
under investigation and indicates the query class, typically denoted as IN for 
Internet.  

The answer section in a DNS query comprises resource records associated with the 
hostname. Each record contains details such as the domain name, type, class, 
time-to-live (TTL), and specific data like IP addresses for A records or mail server 
hostnames for MX records. Supplementary sections also present information on 
nameservers and any additional data.  

When a DNS query is sent over the network, it is encapsulated within a UDP or TCP 
segment, which is then encapsulated within an IP packet. The IP packet contains 
the source and destination IP addresses, allowing the DNS query to be routed to the 
appropriate DNS server. 

When a Domain Name System (DNS) reply exceeds the default UDP packet size of 
512 bytes, the DNS server will signal truncation in the response header, prompting 
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the requester to attempt the query over TCP. This mechanism guarantees the 
secure transmission of extensive DNS replies without any truncation issues.  

In the scenario where DNS functions via TCP, the process commences with the 
customary three-way handshake characteristic of TCP. This initial step is vital for 
creating a dependable link between the client (resolver) and the DNS server. 
Subsequently, the DNS query transpires after the handshake process, utilizing the 
conventional DNS packet format but with the addition of a two-byte length field at 
the beginning to indicate the message's total length. This inclusion is significant 
due to the nature of TCP as a stream protocol, lacking inherent mechanisms to 
maintain message boundaries.  

Secondly, TCP facilitates persistent connections, which enable the transmission of 
multiple DNS queries through a single connection, thereby enhancing performance 
by minimizing the need to set up a new connection for each query.  

Nevertheless, utilizing TCP for DNS has its limitations. The process of setting up a TCP 
connection can lead to increased delay in comparison to UDP. Furthermore, 
employing TCP could make DNS vulnerable to specific forms of attacks, like TCP SYN 
flood attacks, capable of inundating DNS servers.  

To address these challenges, DNS servers frequently incorporate rate limiting and 
various security protocols to defend against TCP-related threats. Furthermore, 
employing DNS over TLS (DoT) or DNS over HTTPS (DoHTTPS) can enhance security 
levels through the encryption of DNS requests and responses, thwarting 
unauthorized interception and manipulation.  

 Additionally, as DNS queries commonly employ UDP, they are vulnerable to 
interception and alteration. Employing TCP can address a portion of these 
concerns by ensuring connection reliability and verification via TCP's inherent 
protocols.  

Despite utilizing TCP, DNS queries and responses remain susceptible to 
eavesdropping as they are transmitted in plain text. To mitigate this security risk, 
the development of DNS over TLS (DoT) and DNS over HTTPS (DoHTTPS) protocols 
seeks to encrypt DNS traffic, ensuring the confidentiality and integrity of DNS 
communications.  

Real-time updates in Dynamic DNS facilitate the immediate updating of DNS 
records, ensuring that services reliant on frequently changing IP addresses, such 
as dynamic IP allocations for home users, can sustain a constant domain name. 
This functionality is made possible through the utilization of the DNS UPDATE 
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protocol, enabling authorized clients to dynamically alter DNS records by adding, 
removing, or modifying them.  

DANE combines DNSSEC to house and validate keys and certificates employed in 
TLS, enhancing trust levels in secure communications. Storing TLS certificates within 
DNS and safeguarding them using DNSSEC allows clients to authenticate the 
server's certificate legitimacy independently of conventional certificate authorities.  

 
DoHTTPS is a novel protocol that wraps DNS queries and responses in HTTPS traffic. 
With HTTPS serving as the carrier, DoHTTPS ensures both privacy and data integrity 
in DNS exchanges, safeguarding them from unauthorized access and 
manipulation. Moreover, DoHTTPS can utilize established HTTPS resources like web 
browsers and CDNs to enhance the efficiency and expandability of DNS resolution.  

 
Essentially, the Domain Name System (DNS) is a fundamental component within 
the TCP/IP protocol suite, enabling user-friendly internet browsing. The functionality 
within the TCP/IP framework entails intricate exchanges among different server 
categories, each assigned a distinct function in the domain resolution hierarchy. 
Insight into its data format, particularly in TCP operations, underscores DNS's 
objective of balancing efficiency and dependability amidst shifting security 
landscapes and technological progressions.  

What is DNS over HTTPS? 

The DNS-over-HTTPS (DoH) is a secure protocol that performs encryption to protect 
the data transferred between the DNS server and the DNS client. The privacy and 
security of the DNS queries and responses are given major priority with the help of 
DoH (while they are traveling through the HTTPS traffic). This approach which put 
privacy and security measures for DNS queries and responses via encryption and 
sent them in standard HTTPS is a new and unseen paradigm in the domain of 
cybersecurity which protects users from potential threats and malicious attacks 
that could compromise their online activities. 

In addition, the DoH approach smoothly integrates into the current web 
infrastructure as it uses the HTTPS protocol, well known for secure communication 
on the internet. With DoH's tremendous capacity for the securing DNS traffic over 
the common port 443 of HTTPs, DoH guarantees compatibility and simplicity of 
deployment, becoming one of the robustly settled frameworks for protecting DNS 
traffic on the internet. 
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TLS and encryption are the most emphasized features of DoH, which are achieved 
at the Transport Layer. The DoH mechanism uses the TLS (Transport Layer Security) 
protocol, along with encryption, which ensures the confidentiality and integrity of 
the data transferred across the client and the DoH server so that unauthorized 
access and tampering through intermediaries are prevented. Through DoH, 
undesired actors will find it significantly hard to do interventions in DNS privacy-like 
making interceptions, eavesdropping as well as alterations, which finally gives an 
incredible growth in the level of the overall security of the internet DNS. 

Also, DoH provides a very strong defense against common DNS threats, for 
instance, DNS spoofing attacks, and man-in-the-middle assaults. DoH, by 
encrypting the DNS traffic, makes it impossible for attackers to produce or modify 
DNS responses thereby having users stably be brought to correct websites, and to 
avoid scenarios when users are redirected to malicious websites by attackers. 

How does DoH work? 

DoH, which relies on the power of HTTPS, safeguards DNS traffic, and it even allows 
DNS requests to travel over the same port (443) as regular HTTPS communication. 
The service will bring on a multitude of boons for privacy and security. 

A user's device makes a DNS request by instructing a DNS over HTTPS server with an 
HTTPS request. DNS requests are taken advantage of by implanting the DNS request 
as 1) part of the URL using the GET method or 2) in the body using the POST method 
of the HTTPS request. This should bring the same security of encryption and 
authentication via the DoH that cover the HTTPS traffic. 

Firstly, the DoH server cleverly filters the DNS query out from the HTTPS request 
message. At this stage, it carries out the DNS resolution process to come up with 
the server's IP address and further present it. As soon as the resolution has been 
accomplished, an HTTPS response carrying the DNS result is produced by the same 
server and sent to the client. 

The client gets the HTTPS response and decides to use the TLS connection to 
decrypt the message. It then derives the DNS response from the decrypted text and 
finds the resolved IP address. This IP address is subsequently used to establish a 
direct connection with the desired server, enabling the client to access the 
requested resource. 

The DNS query and response both get encrypted at the time of transition. This 
ensures that no one can tamper with or intercept the communication between DNS 
operations, protecting from the times of interceptors and being manipulated by 
any third-parties. In terms of privacy and security, DoH provides overall encrypted 
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information about DNS, which through providing privacy over DNS communication 
traded off the previous loophole that gave attackers or some unauthorized 
organizations the chance to peep the DNS protocols. 

What are the benefits of DoH? 

1. Enhanced Privacy: 

In addition to the encryption of DNS queries and responses, which serves as a 
significant milestone in safeguarding user privacy, the DoH encrypts all of the DNS 
traffic that it sends or receives. This encryption acts as an extremely strong barrier 
that protects DNS queries and the system from research made by third parties like 
ISPs, network administrators, or attackers. If an attacker or a eavesdropper cannot 
see the contents of DNS queries, it is challenging for an unauthorized entity to gain 
full control over the user's browsing behavior. 

2. Improved Security: 

With DNS-over-HTTPS as a security layer, one can shun a variety of attacks among 
which DNS spoofing and man-in-the-middle attacks are the main ones. In the 
presence of DoH, the attackers are bound to face much more difficulties in playing 
with DNS queries or taking the user to a malicious website.  

3. Bypassing Content Filtering: 

Users are handed a higher level of authority over their online activity, as DoH allows 
them to bypass filtering systems set up by the government, companies, or ISPs. 
There is a situation where the DoH traffic becomes encrypted and cannot be 
distinguished from regular HTTPS traffic. Therefore, server-based systems used for 
content filtering may find it hard to unreachable the DoH traffic. The topic of DoH's 
potential impact has ignited a discussion in the ranks of network experts and 
authorities who use DNS-based content filtering as a means for policy enforcement 
and user protection. That said, while DoH can be taken as a tool to subvert 
censorship and unlock the full potential of surfing the web, it still needs a discussion 
about the scope for its abuse and the need to think of new ways to filter content. 

4. Better Performance: 

DoH has the advantage of reducing latency by decreasing the latency time 
associated with DNS requests, so this can result in the operational performance be 
more effective due to faster response times and the use of caching technology. 
Nevertheless, possible performance penalties loom large in some instances and 
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rely upon a number of factors like the network connections, DoH servers position, 
and even the specific client productions of DoH.  

Deployment Scenarios: 

Developers of major third-party applications and the majority of browsers have 
started using DoH's API as a necessary element of their software distribution 
strategies. Researchers have demonstrated that the DoH protocol can be 
integrated seamlessly into any software environment and that this smooth 
integration is the key to broader access. This new stage guarantees that the 
ultimate consumer is fully responsible for their data that no third party will have 
access to their data which will be encrypted while on communication with the 
Internet hence safeguarding their privacy. 

Apple, on the other hand, which is a key contributor to the IT industry, is wholly 
committed to the implementation of DoH. As the mechanism of DoH becomes part 
of the core functions of operating systems iOS and macOS, the Apple user will also 
benefit from this. The user can set up DoH on his/her system settings and from there 
they will receive the encrypted DNS service which offered by the credible DoH 
providers. This can plug and play services are most viable as it includes automatic 
setup of the DNS over HTTPS allowing all devices to be less susceptible to cyber 
threats such as DNS-tunneling and eavesdropping etc. 

Microsoft, also included the support of it in its Windows operating system. Windows 
users can choose to either adjust their DoH settings through the device's network 
settings or by using command-line tools. With Windows, users can employ native 
or third-party DoH clients. 

Andorid, a significant component in the smartphone environment, has availed the 
implementation of DoH into its Android, version 9 (Pie). Android users are allowed 
to activate DoH and go for a DoH provider they prefer from the list provided by 
default or set a custom DoH server address.  

On the other hand, apart from the system manufacturers, some of the public DNS 
resolver service providers are incorporating with a full flourish this technology into 
their resolution products. An illustration that stands out is Cloudfire, which is a very 
respectable company that offers DoH worldwide through its own cloud service 
which goes by the name 1.1.1.1. End-users are given the power to connect through 
Cloudflare's DoH service both by hardware and software, ensuring that no one can 
access their DNS resolution apart from Cloudflare. However, it is the easy way to 
connect through the use of DoH for Google through its public DNS servers, which 
are beneficial in this regard. Quad9, a non-profit enterprise, also provides a security 
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and privacy-oriented DoH solution. As its feature, it incorporates filtering and 
protection against malware and phishing. 

 
The support for the use of DoH across different platforms and by various service 
providers demonstrates their dedication to increasing user privacy and security. 
DoH is seen as one of the significant technologies, as it is steadily growing in 
popularity which means that it will be integrated to various applications and 
services, making it available to a larger global user base. 

Implementation Issues: 

Similarly, as with all the other aspects that come with doing technological 
advancements, the DoH aspect also has specific aspects to be taken into account 
to secure the deployment process. 

DoH would introduce a novel attack surface in the form of DNS monitoring and 
attack detection. The current era of these threats that could be caused by DoH is 
the possibility of evading virus or attack detection methods that are based on DNS 
inspective protocols. The issue then falls onto Network inhibition in the presence of 
malicious nodes. A possible solution proposed by experts is a system based on a 
more secure instruction set, such as that described by RISC-V technologies, for 
example, that reverse transcription would become a feasible growth area in 
insecure cluster environments using X86 instructions. 

Similarly, DoH encryption that obscures DNS queries renders conventional DNS-
based black/white lists and category-based access denial insufficient. The 
mentioned scenarios have called the raised eyebrows of the stakeholders of the 
DNS-based network administrators, guardians, and the information regulators. 
However, with that, they realized quickly that apart from refusing the request, they 
should ask for a decryption key that allows access to the data items to be 
transmitted, thus opening up a whole new line of dialogue. Nonetheless, all of these 
guidelines need to be followed carefully, and all the parties involved, including the 
stakeholders, must work toward that. 

Moreover, the privacy implications becoming an increasing aspect of the story, 
some administrators are hesitant to allow DoH implementations to bypass DNS 
filtering. On its part, the DoH developers have put mechanisms in place to include 
content accessing by the administrators at the DoH proxy level enabling the users 
to still have some control over what is reachable outside. Yet, finding the middle 
ground where both privacy and parental control are optimized remains to be the 
task that requires scrutiny and mutual understanding of the different players' 
interests and affairs. 
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How DNS is being Misused by Cyber Predators? 

The Domain Name System, while fundamental to our online experience, has also 
become a prime target for cyber predators due to its critical role in internet 
infrastructure. The misuse of DNS can take various forms, and these malicious 
activities can have far-reaching consequences. Here are some reasons why DNS is 
often targeted by cyber predators: 

1. DNS Abuse for Malware Distribution: Cybercriminals misuse the DNS to 
distribute malware, using domain names to host and distribute malicious 
software such as ransomware, trojans, and botnets. 
 

2. DNS Spoofing and Cache Poisoning: Attackers may manipulate DNS data to 
misdirect traffic, intercept communications, or redirect users to malicious 
websites through techniques like cache poisoning, altering DNS records, or 
spoofing. 
 

3. Domain Hijacking and Phishing: DNS breaches can lead to domain 
hijacking, where attackers gain control of legitimate domains to carry out 
phishing attacks, spreading misinformation, or tarnishing brand reputation. 

 

4. DDoS Amplification: In some cases, the DNS infrastructure itself becomes a 
target for Distributed Denial of Service (DDoS) attacks, being used as an 
amplification vector to overwhelm targeted systems with a flood of 
malicious traffic. 

While these techniques pose significant threats, there are effective 
countermeasures that organizations and individuals can employ to enhance DNS 
security and mitigate these risks. 

 

DNS ABUSE – Techniques 

Employing the Domain Name System (DNS) to disseminate malicious software is a 
practice known as DNS abuse for malware distribution. The hacker creates harmful 
domains or take control of legitimate ones, then set these up in such a way as to 
redirect traffic towards servers that host malware. Should one attempt visiting such 
a domain, they will end up downloading malware instead. 

How is it Technically Done? 
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Domain Registration for Malware Delivery 

Domain registration: Attackers register domains specifically for distributing 
malware, often using privacy protection services to hide their identity. 

Domain registration is a crucial step in setting up DNS-based manipulation for 
malware distribution. Here's how APT groups have abused domain registration: 

APT groups often register domains specifically for their malicious campaigns. They 
choose domain names that resemble legitimate companies or services to trick 
users. For example, the APT28 group (also known as Fancy Bear) registered 
domains like "livemicrosoft.net" and "login-office365.net" to imitate Microsoft 
services for credential phishing. 

To hide their identities and make takedowns harder, APT actors often use privacy 
protection services or register domains with fake information. The Lazarus Group, a 
North Korean APT, has used privacy protection extensively for their malicious 
domains. 

Some APT groups compromise legitimate domains instead of registering new ones. 
This allows them to exploit the domain's existing reputation and user trust. The 
DarkHydrus APT compromised the domain of a Middle Eastern educational 
institution to host malicious payloads and C2 infrastructure. 

 

APT actors also take advantage of dynamic DNS services and "bullet-proof" hosting 
providers that are resistant to abuse reports and takedown requests. This helps 
them keep their malicious domains active for longer. The OilRig APT has used 
dynamic DNS domains in their campaigns. 

 

Once the domains are registered, the APT groups configure their DNS records (A 
records, NS records, etc.) to point to IP addresses and servers under their control. 
These servers host malware, exploit kits, phishing pages, and other malicious 
content. When victims attempt to access the malicious domain, they are directed 
to this infrastructure to be compromised. 

 

Domain registration is one of the first for APTs to set up the infrastructure for their 
DNS-based malware distribution campaigns. By carefully choosing domain 
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names, using privacy protection and bullet-proof hosting, and configuring DNS 
records to their malicious servers, APTs lay the groundwork for successful attacks. 

DNS RECORD MANIPULATION 

The malicious domains' DNS records (A records, CNAME records, etc.) are 
configured to point to IP addresses of servers controlled by the attackers and 
hosting the malware. 

DNS record manipulation is a key technique used by APT groups for malware 
distribution. Here's a detailed breakdown of how APTs approach and execute DNS 
record manipulation, along with a real-world example: 

DNS manipulation, a complex method utilized by Advanced Persistent Threat (APT) 
factions, is deployed to conduct malicious operations and disseminate malware. 
This procedure usually initiates with the APT group either enrolling a novel domain 
or infiltrating an established one to manipulate its DNS setup. To obscure the 
group's identity and enhance anonymity, privacy safeguard services or falsified 
registration details are commonly employed, thereby complicating efforts to track 
them down.  

After gaining control over the domain, the Advanced Persistent Threat (APT) 
establishes a system of servers spread across various geographical locations to 
support their illicit infrastructure. These servers commonly employ bulletproof 
hosting to withstand efforts by authorities or cybersecurity experts to take them 
down. Upon establishing the malevolent infrastructure, the Advanced Persistent 
Threat (APT) gains entry to the domain's DNS management portal or leverages 
compromised login details to alter its DNS configurations. This pivotal action 
facilitates the rerouting of domain traffic to their malicious servers.  

Several types of DNS records can be modified for this purpose. A records map a 
domain or subdomain directly to an IP address, allowing the APT to point the 
domain to their malicious server. CNAME records create an alias that points to 
another domain, which ultimately resolves to the IP address of the malicious server. 
NS records specify authoritative name servers for the domain, enabling the APT to 
assume control over a subdomain's resolution and direct its traffic to their 
malicious infrastructure. 

To increase the challenge of detection and prevention, advanced persistent 
threats (APTs) frequently employ a multi-layered approach involving A, CNAME, 
and NS records distributed across different subdomains. This intricate 
configuration serves to obscure the actual endpoint of the data flow, thereby 
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enhancing the complexity for defenders in recognizing and impeding nefarious 
behaviours.  

When the DNS records are directed towards the deceptive servers, the Advanced 
Persistent Threat (APT) initiates their operation. By employing different tactics like 
phishing emails, watering hole attacks, malicious advertisements, and social 
engineering schemes, they divert individuals to the compromised website. Upon 
visiting the site, unsuspecting individuals are rerouted to the malicious 
infrastructure of the APT, which could result in exploitation, malware infection, or 
theft of their credentials.  

During the operation, the Advanced Persistent Threat (APT) group might regularly 
adjust the Domain Name System (DNS) settings to redirect traffic among various 
unauthorized servers. This strategy enables them to uphold the efficiency of their 
campaign while eluding detection and circumventing security measures 
implemented by defenders.  

Advanced Persistent Threats (APTs) leverage DNS manipulation as a potent tool to 
facilitate the dissemination of malware, espionage endeavours, and various 
nefarious undertakings. Exploiting the redirection capabilities of the DNS system 
empowers APTs to establish resilient and inconspicuous infrastructures crucial for 
sustaining their operations. Effectively countering these threats necessitates 
vigilant monitoring of DNS actions, deployment of security tools proficient in 
identifying abnormal DNS activities, and fostering seamless collaboration among 
domain registrars, hosting service providers, and cybersecurity experts to promptly 
pinpoint and disrupt APT activities.  

Example APT Group – DNSpionage 

In today’s world of cyber threats, IT security professionals have been dealing with 
Advanced Persistent Threat (APT) groups that are using advanced hacking 
methods in an attempt to infiltrate computer systems. The group that has come to 
be known as DNSpionage, believed to have links with Iran, is among them this has 
raised concern due to their widespread employment of manipulation through DNS.  

By combining domain hijacking, altering records on domains and watering hole 
attacks, these malicious actors have managed to carry out successful campaigns 
against institutions and persons mostly based within the Middle East region. 

First and foremost, the method of operation used by these groups typically begins 
when they compromise legit domains owned by organizations in Middle Eastern 
countries. Upon successful takeover; fake login pages for collecting users’ 
credentials as well as servers meant for delivering malwares are set up by hackers. 
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A’s and NS’ which point at their own infrastructure servers are added tactically into 
the target organization’s DNS records thus allowing them to control web traffic 
without raising suspicion through manipulating these particular types of files 
associated with internet communication systems known as Domain Name Server 
(DNS). 

In ensuring higher attainment levels during the implementation process of their 
schemes; DNS espionage frequently uses watering hole attacks too besides merely 
hijacking domains and changing records on them. This involves compromising 
websites that are regularly visited by intended victims such as individuals living in 
Middle East countries or organizations operating from this part of the world. They 
usually inject sophisticated JavaScript codes into these hacked portals which 
create links leading onto their controlled domains thereby redirecting anyone who 
clicks through while browsing an infected watering hole site towards an attacker-
controlled one; also via DNS manipulations pointing resolution towards the same 
set with convincing façade login pages for stealing login details being served to 
them henceforth or else expose such persons unto system infesting malwares. It 
has been seen that APT groups like DNSpionage keep on using this kind of strategy 
to realize their aims effectively therefore there is need for strong security measures 
during internet traffic management among other critical issues which address this 
particular problem area. 

 
Redirection techniques 

APT hacker groups use malicious websites and utilizes various strategies to 
automatically redirects users towards downloading malicious content. These 
tactics encompass employing 302 redirects to smoothly direct users to an 
alternative URL, utilizing iframes to insert malicious materials into a seemingly 
authentic webpage, and employing JavaScript redirects that leverage client-side 
scripting to lead users to websites hosting malware. Through the implementation 
of these techniques, attackers can deceptively manoeuvre oblivious users towards 
harmful software installations, heightening the risk of successful attacks and 
undermining the security of their systems..  

302 redirects 

302 redirects are HTTP status codes that indicate a temporary redirect, instructing 
the user's browser to load a different URL. Attackers can abuse 302 redirects to send 
users from a seemingly benign site to a malicious one hosting malware, often 
without the user realizing they've been redirected. 302 redirects are a common 
technique in phishing attacks and can be difficult for users to detect.  
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The Turla APT group used 302 redirects in a watering hole attack, compromising a 
legitimate website and adding a redirect to a malicious page hosting JavaScript 
profiling script. When visitors browsed the compromised site, the redirect silently 
loaded the scripts to collect information about the users' systems, identifying high-
value targets for further exploitation. This technique allowed Turla to stealthily 
gather reconnaissance on potential victims. 
 

Iframes based Manipulation. 

Iframes are HTML elements that allow embedding another HTML page within the 
current page. Attackers can use iframes to secretly load malicious content or 
scripts from a different domain without the user's knowledge. The iframe's source 
URL can be pointed to a site hosting exploit kits or malware downloads, enabling 
drive-by attacks where the user gets infected simply by loading the parent page 
containing the malicious iframe. 
 
Goodkit APT groups have used malicious iframes to deliver the GootKit banking 
trojan. Attackers compromised a legitimate website and injected an iframe 
pointing to a server hosting the GootKit exploit kit. When users visited the 
compromised site, the iframe loaded the exploit kit which attempted to exploit 
browser vulnerabilities to download and execute the GootKit malware. This 
technique enabled the APT to infect users silently through drive-by downloads. 
 

 

JavaScript redirects 

JavaScript redirects involve using client-side JavaScript code to navigate the 
user's browser to a different URL. Malicious JavaScript redirects are frequently used 
in combination with other techniques like clickjacking or cross-site scripting to 
redirect users from legitimate sites to malware distribution pages. Since the 
redirection happens at the JavaScript level, server-side filters and logging often fail 
to detect it. 
The APT37 group used JavaScript redirects in watering hole attacks, compromising 
a legitimate website and adding malicious JavaScript code that redirected visitors 
to an exploit kit server. The exploit kit then attempted to exploit Flash Player 
vulnerabilities to download and execute additional malware payloads. By injecting 
malicious redirects into trusted sites, APT37 increased the chances of successful 
malware delivery and infection. 
DRIVE BY DOWNLOADS 
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The malicious servers often attempt drive-by downloads, exploiting vulnerabilities 
in the user's browser or plugins to automatically download and execute the 
malware without any user interaction. 

Drive-by downloads are a potent technique used by APT groups to deliver malware 
to unsuspecting users. Here's a comprehensive overview: 

Drive-by downloads are a method of malware delivery where a user's device is 
infected simply by visiting a compromised website, without any explicit action like 
clicking a link or downloading a file.  

APT groups use DNS to direct users to websites hosting drive-by download exploits. 
They register malicious domains or compromise legitimate ones and manipulate 
their DNS records (A, CNAME, NS) to point to servers hosting exploit kits. When a user 
visits the malicious domain, the DNS resolution leads them to the exploit kit server, 
which scans for vulnerabilities and delivers the malware payload. 

Techniques (Step-by-Step): 

 Reconnaissance: The APT group identifies websites likely to be visited by their 
targets, such as industry-specific news sites, government portals, or popular 
blogs. 

 Compromise: They compromise one or more of these websites, often by 
exploiting vulnerabilities in the web server, CMS, or hosted applications. 

 Malicious Injection: The attackers inject malicious scripts (often obfuscated 
JavaScript) into the compromised websites. These scripts redirect visitors to 
a separate domain hosting the exploit kit. 

 DNS Manipulation: The APT group registers a new domain or compromises 
an existing one for hosting the exploit kit. They configure the domain's DNS 
records to point to the exploit kit server's IP address. 

 Redirection: When a user visits the compromised website, the injected script 
redirects their browser to the malicious domain, which resolves via DNS to 
the exploit kit server. 

 Exploitation: The exploit kit server profiles the user's system, identifying 
vulnerabilities in the browser, OS, or plugins like Flash or Java. It then selects 
a suitable exploit and delivers it to the user's browser. 

 Malware Delivery: If the exploit is successful, it automatically downloads and 
executes the malware payload on the user's system, often establishing a 
connection back to the APT group's command-and-control infrastructure. 

APT Group Example – Darkhotel 
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In the shadowy realm of cyber espionage, the Darkhotel APT group has been a 
persistent and formidable threat since 2007. This group, known for its sophisticated 
and targeted attacks, has focused its efforts on business executives, with a 
particular emphasis on those traveling in the Asia-Pacific region. The Darkhotel 
group's modus operandi revolves around the use of drive-by downloads, a potent 
technique that allows them to infect their targets' devices without requiring any 
explicit action or consent from the user. 

The Darkhotel group's campaigns often begin with the compromise of hotel Wi-Fi 
networks, which are frequently used by business travelers. By targeting these 
networks, the attackers gain access to a pool of high-value targets who are often 
working with sensitive information. Once the Wi-Fi network is under their control, the 
group proceeds to inject malicious scripts into the hotel's login portals. These 
scripts serve a dual purpose: firstly, they profile the devices connected to the 
network, gathering information about the operating system, browser, and installed 
software. Secondly, based on the profiling results, the scripts selectively redirect 
specific targets to malicious domains controlled by the attackers. 

Upon redirection to these malicious domains, the targeted individuals are exposed 
to exploit kits hosted by the Darkhotel group. These exploit kits are designed to 
capitalize on vulnerabilities present in commonly used software, such as Internet 
Explorer and Adobe Flash. By leveraging these vulnerabilities, the attackers are able 
to seamlessly deliver malware payloads to the target's device without requiring any 
user interaction. The malware employed by the Darkhotel group often includes 
keyloggers and information stealers, which are automatically downloaded and 
executed on the compromised device once the exploit kit has successfully 
exploited a vulnerability. 

The drive-by download approach employed by the Darkhotel group is particularly 
insidious because it can infect even cautious users who are diligent about avoiding 
suspicious downloads. Simply connecting to a compromised Wi-Fi network or 
visiting a compromised but legitimate website can result in infection, as the 
malware payload is automatically delivered and executed without any overt signs 
of compromise. The group's use of automated profiling and payload delivery 
makes drive-by downloads a highly effective and efficient means of compromising 
targeted individuals. This campaign serves as a stark reminder of the ever-present 
dangers posed by APT groups and the need for robust security measures, 
particularly for business executives who frequently travel and connect to public Wi-
Fi networks. The Darkhotel group's success in leveraging drive-by downloads 
highlights the importance of maintaining up-to-date software, using secure 
connections, and employing comprehensive endpoint protection to mitigate the 
risk of falling victim to such sophisticated attacks. 
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Phishing Lures 

One of the common ways used by these malicious actors is making fake domains 
which look very similar with real ones. Such fake websites act as baits designed to 
deceive users into revealing personal details or even installing harmful software 
unknowingly. To attract people into these sites, the attackers usually send phishing 
emails having attractive messages and links that when clicked lead the recipients 
to these sites but not the genuine ones. 

Generally known for their focus and continuity in assault, Advanced Persistent 
Threat (APT) groups frequently use phishing baits to attack their targets. These 
baits are well thought out with intention of luring unsuspecting users into visiting 
malicious webpages or downloading malwares thereby giving the APT group a 
chance to get sensitive information of the victim or establish itself within the 
organization that is the target.. 

There are various ways in which DNS may be misused during a phishing lure 
campaign. The first step includes registration of similar looking domains by APT 
groups so that they can impersonate genuine websites; this is achieved through 
techniques such as typosquatting or combosquatting. Typosquatting entails 
registering domain names with simple spelling mistakes or different extensions for 
famous brands thus creating convincing fake sites while on the other hand 
combosquatting mixes brand names with words like "security", "login" or "update" 
among others in order to come up with more believable domain names. After 
creating these fake domain names, the perpetrators set up different internet 
servers including but not limited to A records servers, CNAME servers and MX record 
servers which are all configured towards their own control servers; these particular 
hosts act as phishing pages displayers or even malware distributors designed 
specifically to deliver malware payloads only but not limited so far. 

Having established the malevolent infrastructure, the APT organization starts to 
send phishing emails. These messages usually contain social engineering which 
leverage on such emotions as emergencies and authorities so as to lure the target 
into clicking embedded links. If the person falls for this trick and clicks on it, DNS 
resolution comes in where after resolving, the users’ browser is directed to the 
malicious domain. This silent redirection facilitated by manipulated DNS records 
takes the victim either to the attacker-controlled phishing webpage or triggers 
downloading of malware payload. For their operations to be more successful and 
avoid being detected easily, APT groups keep changing their DNS records hence 
switching between different phishing pages or servers hosting malwares. This way 
they are able to keep ahead of security measures and efforts made towards taking 
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down their systems hence making it hard for them to be stopped within a short 
period. 

APT Group Example - Pawn Storm (aka Fancy Bear, APT28) 

Pawn Storm, a possible Russian state-sponsored APT group, has extensively used 
DNS manipulation in their phishing lures. 

Tabnabbing: One of their techniques is known as "tabnabbing." They register 
domains resembling popular webmail services (e.g., account-gooogle.com, my-
yahoomail.com) and set up phishing pages mimicking login forms. 

Pawn Storm then compromises legitimate websites and injects scripts that silently 
open the phishing page in a new browser tab when a user interacts with the 
compromised site. If the user doesn't notice the new tab and later switches to it, 
they see what appears to be a legitimate login prompt and may enter their 
credentials. 

Throughout the campaign, Pawn Storm rapidly modifies the malicious domains' 
DNS records, switching between many different phishing page IPs to evade 
detection and blocking. 

Typosquatting: Another Pawn Storm technique involves typosquatting domains of 
legitimate Internet security companies (e.g., trendmicro.net, symanteclive.com), 
configuring their MX records to point to APT-controlled mail servers, and using them 
to send phishing emails that appear to come from these trusted brands. 

In both cases, the APT group's DNS manipulation – registering lookalike domains, 
rapidly changing records to rotate infrastructure, and spoofing trusted brands – is 
key to adding credibility to their phishing lures and increasing the chance of 
successful compromise. 

 

DGA BASED CYBER ATTACK AND COUNTERMEASURE  

Domain Generation Algorithms (DGA) 

Domain Generation Algorithms (DGAs) are commonly employed by malware 
authors and cybercriminals to generate a large number of seemingly random 
domain names. These domain names are periodically generated and used to 
establish communication channels between infected systems and command and 
control servers. The dynamic nature of DGA-generated domains makes it 
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challenging for traditional security measures to block or track malicious network 
traffic associated with these domains, enabling cyber attackers to evade detection 
and control compromised systems more effectively. 

Cyber Attack Techniques 

Cyber attackers utilize a wide range of techniques to exploit vulnerabilities, infiltrate 
networks, steal sensitive information, disrupt services, and compromise systems. 
Some common cyber attack techniques include phishing, malware propagation, 
ransomware, DDoS attacks, man-in-the-middle attacks, and supply chain attacks. 
These techniques leverage various entry points, including social engineering, 
software vulnerabilities, weak or stolen credentials, and unsecured network 
infrastructure, to achieve their malicious objectives. 
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Countermeasures for DNS-based Cyber Attack Techniques 

Domain Reputation and DGA Detection 

• Domain Reputation Services: Leveraging domain reputation services and 
threat intelligence feeds can aid in identifying and blocking potentially 
malicious domains, including those generated through DGAs. These services 
maintain databases of known malicious domains and provide real-time 
information to support proactive blocking. 

• DGA Detection: Implementing DGA detection techniques, which analyse 
domain naming patterns and characteristics to detect potential DGA-
generated domains, can help organizations identify and block suspicious 
domain name activities associated with malware and botnet 
communications. 

DNS HEADER BASED DATA EXFILERATION & COUNTERMEASURES 

DNS header-based data exfiltration is a technique used by cyber attackers to 
covertly transfer sensitive information from a compromised network to an external 
malicious destination using DNS queries and responses. By embedding data within 
DNS packet headers, attackers can bypass traditional network security controls, 
making it challenging for organizations to detect and prevent unauthorized data 
exfiltration. In response to this threat, several countermeasures can be 
implemented to enhance the security posture of an organization's DNS 
infrastructure. 

DNS Header-Based Data Exfiltration Techniques 

DNS Tunnelling 

• Query/Response Payloads: Attackers encode sensitive data within DNS 
queries and responses, utilizing fields such as QNAME, ID, and additional data 
sections to facilitate covert communication between compromised hosts 
and external servers. 

• Subdomain Abuse: Utilizing subdomains within DNS queries to conceal data, 
attackers create a channel for the unauthorized transfer of confidential 
information to external servers under the guise of legitimate DNS traffic. 
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Advanced Threat Detection Using MITRE D3FEND Framework 

1. DNS Denylisting (D3-DNS-DNYL):  

 
To effectively combat malicious domains, organizations must adopt a 
proactive approach to DNS denylisting. This process begins with gathering 
threat intelligence from reliable sources and analyzing logs and reports to 
identify suspicious domains. Once identified, these malicious domains 
should be compiled into a centralized denylist, which should be regularly 
updated with new entries and purged of outdated ones. Implementing DNS 
blocking involves configuring DNS servers or firewalls to block resolution for 
domains on the denylist, as well as utilizing DNS filtering solutions or services 
that provide denylisting capabilities.  
 

2. DNS Allowlisting (D3-DNS-ALWL): 

 
In contrast to denylisting, DNS allowlisting focuses on permitting access only 
to approved domains. Organizations should identify the domains and 
subdomains necessary for their business operations, consulting with 
relevant stakeholders to create a comprehensive list of approved domains. 
This list should be compiled into a centralized allowlist, which should be 
regularly reviewed and updated to ensure its accuracy and completeness. 
Implementing DNS allowlisting involves configuring DNS servers or firewalls 
to only allow resolution for domains on the allowlist and utilizing DNS filtering 
solutions or services that provide allowlisting capabilities.  
 

3. DNS Query Monitoring (D3-DNS-QMON):  

Effective DNS query monitoring is essential for detecting and responding to 
suspicious or malicious DNS activities. Organizations should implement DNS 
logging, enabling the logging of DNS queries and responses on DNS servers 
and ensuring that logs contain relevant information such as timestamp, 
source IP, and queried domain. Log analysis tools or solutions should be used 
to parse and analyze DNS logs, establishing baselines for normal DNS query 
patterns and volumes. Configuring alerts and notifications based on defined 
thresholds and rules for suspicious or malicious DNS activities allows security 
teams to be promptly notified when suspicious activities are detected.  
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4. DNS Traffic Anomaly Detection (D3-DNS-ANOM):  

Detecting anomalies in DNS traffic is crucial for identifying potential security 
breaches or malicious activities. Organizations should establish baseline 
traffic patterns by collecting and analyzing DNS traffic data over a period of 
time, identifying typical query volumes, domain popularity, and client 
behavior. Implementing anomaly detection techniques, such as statistical 
analysis or machine learning algorithms, helps identify deviations from 
normal patterns, considering factors such as sudden spikes in query volume, 
queries to unusual domains, or abnormal client behaviour. Developing a 
process to investigate and validate detected anomalies and establishing 
procedures for containment, eradication, and recovery in case of confirmed 
malicious activity is essential.  
 

5. DNS Sinkholing (D3-DNS-SINK):  

DNS Sinkholing is an effective technique for redirecting traffic from malicious 
domains to a controlled environment for analysis or blocking. Organizations 
should identify malicious domains to sinkhole using threat intelligence and 
analysis, determining domains associated with malware, phishing, or other 
threats, and obtaining necessary approvals and legal considerations for 
sinkholing. Setting up a sinkhole server involves designating a server or using 
a sinkhole service to host the sinkhole and configuring it to respond to DNS 
queries for the malicious domains. Implementing redirection requires 
modifying DNS records or configurations to redirect queries for malicious 
domains to the sinkhole server, optionally setting up a landing page or 
capture page on the sinkhole server for analysis or user notification.  
 

6. DNS Cache Poisoning Prevention (D3-DNS-CPPR):  

DNS cache poisoning is a serious threat that can lead to the redirection of 
users to malicious websites. To prevent cache poisoning, organizations 
should implement source port randomization, configuring DNS servers to use 
random source ports for outgoing queries and using a sufficiently large 
range of ports to make it difficult for attackers to guess. Enabling DNSSEC 
validation involves configuring DNS resolvers to validate DNSSEC signatures 
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on DNS responses and ensuring that upstream DNS servers support DNSSEC. 
Restricting recursive DNS access to only trusted clients or networks and 
disabling recursive DNS on public-facing DNS servers further enhances 
security.  
 

7. DNS Security Extensions (DNSSEC) (D3-DNS-DNSC):  

DNSSEC is a critical protocol for ensuring the integrity and authenticity of DNS 
data. Organizations should generate DNSSEC keys, creating key pairs (KSK 
and ZSK) for each DNS zone to be signed and using appropriate key lengths 
and algorithms as per best practices. Signing DNS zones involves using 
DNSSEC signing tools to generate RRSIG records for each DNS resource 
record set (RRset) in the zone and including the DS record in the parent zone 
to establish the chain of trust. Configuring DNSSEC validation requires 
configuring DNS resolvers to perform DNSSEC validation on received DNS 
responses and ensuring that the resolver's trust anchors are up to date.  
 

8. DNS over HTTPS/TLS (DoH/DoT) (D3-DNS-ENCP):  

Encrypting DNS traffic using DNS over HTTPS (DoH) or DNS over TLS (DoT) 
protects against eavesdropping and manipulation. Organizations should 
choose a reliable DoH/DoT provider or set up their own DoH/DoT server, 
ensuring that the provider's privacy policy aligns with their organization's 
requirements. Configuring DNS clients, such as browsers and operating 
systems, to use DoH/DoT for DNS resolution and specifying the DoH/DoT 
provider's endpoint URL or hostname is necessary. If running their own DNS 
servers, organizations should enable DoH/DoT support, configuring the 
server to listen on the appropriate ports and use valid SSL/TLS certificates.  
 
 

9. DNS Firewalling (D3-DNS-FWAL):  

DNS firewalling helps control and filter DNS traffic, preventing unauthorized 
access and mitigating DNS-based threats. Organizations should identify 
DNS traffic patterns by analyzing DNS traffic to understand normal patterns 
and identify potential threats, determining the ports, protocols, and 
destinations used for legitimate DNS traffic. Creating firewall rules involves 
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developing rules to control incoming and outgoing DNS traffic, blocking or 
restricting DNS traffic from untrusted sources or to unauthorized 
destinations. Implementing the firewall rules requires configuring firewalls or 
security appliances to enforce the defined DNS traffic rules and regularly 
reviewing and updating the rules to accommodate changes in the network 
environment.  
 

10. DNS Response Policy Zones (RPZ) (D3-DNS-RSPZ):  

DNS Response Policy Zones (RPZ) allow organizations to define custom DNS 
policies for blocking, redirecting, or modifying DNS responses. To implement 
RPZ, organizations should identify the DNS resolver software (e.g., BIND, 
Unbound) used in their environment and ensure that the resolver supports 
RPZ functionality. Creating RPZ zones involves defining RPZ zones for different 
policy categories (e.g., malware, phishing, adult content) and specifying the 
desired actions (e.g., block, redirect, passthru) for each RPZ zone. Configuring 
RPZ rules requires creating rules using the appropriate syntax for the DNS 
resolver and specifying the domains or IP ranges to be included in each RPZ 
zone. Implementing RPZ involves configuring the DNS resolver to use the 
defined RPZ zones and rules and testing the RPZ setup to ensure that the 
desired actions are being enforced. 

  



31 | PAGE 

 

 

HISTORY OF DNS ABUSE ATTACK VECTOR & COUNTERMEASURES 
 

  

MACHINE LEARNING-
BASED ANOMALY 

DETECTION IN DGA-BASED 
C2 COMMUNICATION 
DETAILED TECHNICAL 

APPROACH 



32 | PAGE 

 

 

HISTORY OF DNS ABUSE ATTACK VECTOR & COUNTERMEASURES 
 

 

MACHINE LEARNING BASED ANOMALY DETECTION IN DGA 
BASED C2 COMMUNICATION: DETAILED TECHNICAL 

APPROACH 

 
Machine Learning-Based Anomaly Detection in DGA-Based C2 
Communication: Detailed Technical Approach 

Introduction 

One of the biggest problems that organizations have is being able to identify and 
eliminate the risks posed by Domain Generation Algorithms (DGAs) used in 
Command and Control (C2) communications. Security measures are often unable 
to keep up with the ever-changing nature of the domains created by DGAs hence 
requiring advanced methods like machine learning-based anomaly detection. 
This increases the capability of organizations in terms of DGA-based C2 activity 
recognition and response through data analysis and self-adjusting. 

 

In order for one to effectively detect DGA-based C2 communications, they need 
first collect and prepare data well; this generally involves complete data gathering 
followed by its pre-processing. A good anomaly detection starts with having 
different types of domains i.e., legitimate domains alongside their counterpart DGA 
generated ones as well as related network flow information and metadata. Raw 
data should then be worked on so as to bring out some important features such as 
domain length character n-grams entropy frequency distribution temporal pattern 
extraction etcetera through great care Labeling schemes are used which help us 
tell between normal DNS traffic vis--vis traffic from DGA based C2 communication 
thus creating valid set. 

 

Once we are done with preparation of our dataset, attention shifts to model 
building. Feature engineering becomes very crucial at this stage because it adds 
more variables into the datasets like domain reputation score, domain age feature 
historical DNS resolution pattern feature among others. These added 
characteristics give additional context to models for anomaly detection. The 
choice of machine learning algorithms such as Isolation Forest; One-Class SVM; 
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Deep Learning based autoencoders ensures that complex systems can be 
adequately represented by the models. Therefore, through rigorous training as well 
as validating them over and over again until they give desired results but not 
beyond this point (overfitting), our models become super performers in detecting 
these kinds of behaviours. 

Putting the trained Anomaly Detection Models into the network infrastructure is the 
most crucial part of operationalizing the solution. This can be done by deploying 
them in DNS servers or network security appliances among other options. When 
these models are integrated within these appliances, it will enable organizations to 
do real-time analysis of the DNS traffic. For instance, as ingested with live DNS 
queries along with flow data the out lay predictions aimed at pointing out possible 
DGA based anomalies.  

We need to make sure that this kind method does not fail on its way we should 
continuously monitor how it performs also retraining is continuously done over time 
since we can also never rely entirely upon previously gained knowledge forever. 
One way creating feedback loop between observed abnormalities whether true or 
false positive cases detected will allow them to improve systems learning rate 
adaptability within range specific periodicity while encompassing as many 
examples from each class(if possible) so far encountered during operation period 
for instance we must retrain our model after obtaining updated datasets so that 
they may include any new signs or signals emerging out through different dga 
variations supported by models’ hyper parameters alteration makes remain robust 
in against all forms of threats presented by current world. 

Although machine learning based Anomaly Detection Models are very effective in 
dealing with the C2 communication that is based on DGA, but there can be more 
improvements when using whitelisting approach. This is because organizations 
come up with a list having legitimate known domains including organizational ones 
too common public frequently visited places among other resources from which 
we develop trust levels for entities involved. Therefore what happens next after 
creating an initial filter using white lists where some domains are allowed bypass 
deeper scrutiny while others undergo this kind of checkup depending on what 
might seem potentially dangerous about them; should be suchlike implement 
dynamic whitelisting strategy whose aim will always ensure continue checking if 
those hosts(whose reputations keep fluctuating) coupled with changes noted 
within their traffic patterns warrant one updating security since network behaviours 
tend evolve every now and then. 

It offers several advantages to implement a whitelisting process alongside an ML-
based anomaly detection system. Organizations can make their detection 
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techniques more efficient and their resource allocation more effective by 
disregarding false positives from confirmed safe domains. By doing this, the 
whitelisting procedure also speeds up the anomaly detection time analyzing 
activities in unknown or unverified domains. Nevertheless, one must be aware of 
challenges like regular updates being necessary due to legitimate changes and 
the potential exploitation of whitelisted domains through hostile methods. 

The use of machine learning in combination with whitelisting presents a strong and 
flexible solution for identifying & preventing DGA-based C2 communication threats. 
In addition to this organizations should use information gathering tools, continuous 
learning mechanisms as well as proactive classification techniques around 
domains they own so that they can improve their security posture significantly 
while staying ahead of new cyber risks. But it is important keep in mind that these 
methods are only effective if we keep updating them regularly and always stay 
alert to new threats 
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Decoding APT 28: Unveiling Fast Flux DNS Tactics 

 A Closer Look at Evasion Techniques & Countermeasures 

1. Introduction 

Fast flux DNS has emerged as a cunning tactic utilized by cybercriminals to 
enhance the resilience of their infrastructures while evading detection and law 
enforcement takedowns. In this section, we delve into the multifaceted world of fast 
flux DNS, exploring how it empowers threat actors like APT 28 to obfuscate their 
activities. 

Fast flux DNS involves rapidly changing the IP addresses associated with malicious 
domains, making it challenging for security systems to block or investigate them 
effectively. By leveraging fast flux techniques, APT 28 and other threat actors can 
maintain their foothold in the digital landscape while evading detection. 

Techniques employed by APT 28: 

1. Using Fast Flux in a Social Engineering Campaign: APT 28 combines fast flux DNS 
tactics with targeted social engineering attacks to trick unsuspecting victims. 

2. Implementing Fast Flux in a Smoke Loader C2 Campaign: APT 28 employs fast flux 
DNS to connect compromised devices with command-and-control servers, 
enabling stealthy communication. 

3. Exploiting Fast Flux in Illicit Gambling and Adult Sites: APT 28 capitalizes on fast 
flux DNS to host illicit gambling and adult websites, showcasing their adaptability 
in evading law enforcement. 

Understanding the techniques employed by APT 28 provides insight into the 
complexity and sophistication of their operations. Law enforcement agencies face 
significant challenges in countering these tactics, necessitating continuous 
adaptation and innovative approaches to combat fast flux DNS. 

 

By unravelling the intricacies of fast flux DNS and the techniques harnessed by APT 
28, we can gain a deeper understanding of cybersecurity threats in today's digital 
landscape. In subsequent sections, we will further explore advanced techniques, 
detection methods, and real-world case studies to shed light on this evolving 
menace. 
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DNS - Fast Flux 

Fast flux DNS is a technique employed by cybercriminals, including APT 28, to evade 
detection and hinder law enforcement efforts. This section explores the concept of 
fast flux DNS and its impact on cybersecurity. 

 
What is Fast Flux? 

Fast flux DNS refers to a tactic where cybercriminals constantly change the IP 
addresses associated with a domain, making it difficult to trace their activities. By 
using a network of compromised computers as "fronts" or "flux agents," they route 
traffic through these IPs, creating a highly resilient infrastructure that's challenging 
to take down. 

How Does Fast Flux Work? 

Fast flux operates by rapidly switching between multiple IP addresses, thus making 
it challenging to locate the core server hosting malicious content. The front-end 
servers act as intermediaries, dynamically routed through different IPs, hiding the 
actual server location and confounding detection efforts. 

Fast Flux Use Cases 

APT 28 and other cybercriminals employ fast flux DNS in various scenarios. It is used 
in social-engineering campaigns to distribute phishing emails, malware 
distribution, and as command and control infrastructure for botnets. Additionally, 
fast flux is utilized in illicit gambling and adult websites, making it difficult for 
authorities to shut them down. 

 

How Does Fast Flux Work? 

Fast flux is a technique used by cybercriminals, specifically by APT 28, to evade 
detection and hinder law enforcement efforts. It is a sophisticated method that 
involves constantly changing the IP addresses associated with a domain name, 
making it difficult for authorities to track and shut down malicious activities. Here's 
a closer look at how fast-flux works: 
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Constantly Changing IP Addresses 

Fast flux employs a network of compromised computers, known as a botnet, to act 
as proxies for the malicious domain. These compromised machines, or "flux 
agents," serve as intermediaries between the attacker's command and control 
infrastructure and the actual target.  

Round Robin DNS 

To facilitate the constant IP address change, fast flux utilizes Round Robin DNS. It is 
a technique where multiple IP addresses are associated with a single domain 
name, and the DNS server randomly selects an IP address to resolve DNS queries. 
This dynamic allocation of IP addresses enables the fast flux network to distribute 
malicious activities across various hosts and makes it difficult to pinpoint the exact 
source of the attack. 

Short-Term TTLs 

Fast flux also relies on short Time-to-Live (TTL) values set for DNS records. TTL 
determines the duration for which DNS records are cached by the resolver. By 
keeping TTL values short, the attacker ensures that the DNS records are frequently 
updated, allowing for quick IP address changes. This strategy further complicates 
the identification and tracking of the attackers' infrastructure. 

 
Fast flux is a truly clever technique employed by APT 28 to maintain resilient 
infrastructure, actively evading detection and making it challenging for law 
enforcement to disrupt their malicious operations. By constantly changing IP 
addresses and utilizing Round Robin DNS with short TTLs, cybercriminals continue 
to pose significant threats in today's digital landscape. 

 
How to Detect Fast Flux 

Detecting fast flux DNS poses a significant challenge due to its constantly changing 
nature. Organizations and law enforcement agencies employ advanced 
techniques such as anomaly detection, pattern analysis, and machine learning 
algorithms to identify suspicious domain names and detect these fast flux 
networks. 

Fast flux DNS is a sophisticated evasion tactic utilized by APT 28 and cybercriminals 
alike. By constantly changing IP addresses and using intermediary servers, they 
can maintain resilient infrastructures that hinder detection efforts. However, with 
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advanced detection techniques and collaboration between law enforcement and 
security professionals, it is possible to uncover and counter these malicious tactics. 

Fast Flux Fictional Scenario 

In a social engineering campaign, cybercriminals often leverage fast flux to 
maintain the longevity of their malicious domains. By using a network of 
compromised hosts, they constantly change the IP addresses associated with their 
domains, making it difficult for authorities to track and shut them down. This 
technique enables them to evade takedowns and perpetuate their fraudulent 
activities. 

Another scenario involves smoke loader campaigns. By utilizing fast flux, 
cybercriminals can establish robust command and control (C2) infrastructures 
that are challenging to trace back to their point of origin. This makes it arduous for 
law enforcement agencies to disrupt their operations effectively. 

Furthermore, fast flux can be utilized in illicit gambling and adult sites, where 
criminals exploit the dynamic nature of fast flux DNS to evade website takedowns 
and maintain their illicit businesses. 

Advanced Techniques 

Cybercriminals continue to evolve their tactics to stay ahead. Double flux DNS is an 
advanced technique where both the IP address and the associated domain names 
change rapidly. This adds an additional layer of complexity, making detection and 
mitigation efforts more challenging. 

Another sophisticated approach employed by cybercriminals is the use of domain 
generation algorithms (DGAs). DGAs generate random domain names based on 
various seed values, making it difficult for security researchers and law 
enforcement to predict and block these domains effectively. 

Understanding how cybercriminals employ fast flux DNS to evade detection and 
law enforcement takedowns is crucial in combating these malicious activities 
effectively. By staying informed about evolving techniques and developing robust 
countermeasures, we can maintain a safer digital landscape for all users. 

Fast Flux Fictional Scenario-2 

In this fictional scenario, we will delve into how cybercriminals utilize fast flux DNS to 
evade detection in a sophisticated manner. Fast flux is an evasion technique 
employed by APT 28, a notorious advanced persistent threat group. By leveraging 
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fast flux, APT 28 continuously shifts the IP addresses associated with their malicious 
domains, making it incredibly challenging for law enforcement and security 
professionals to track and neutralize their operations. 

One instance of APT 28 employing fast flux DNS is in a social engineering campaign. 
They send targeted phishing emails to unsuspecting individuals, enticing them to 
click on malicious links. These links lead to a rotating network of compromised 
websites, where the IP addresses change rapidly, minimizing the chances of 
detection by security software. 

Another tactical application of fast flux DNS by APT 28 is in a smoke loader 
command and control (C2) campaign. Smoke loader is a malware that acts as a 
downloader for additional payloads. By utilizing fast flux, APT 28 establishes a 
resilient infrastructure that allows them to control infected machines remotely 
while evading detection by security solutions. 

Furthermore, APT 28 exploits fast flux DNS tactics in the context of illicit gambling 
and adult sites. By frequently changing the IP addresses associated with these 
domains, APT 28 ensures the continuous operation of their criminal activities while 
making it difficult for authorities to disrupt their operations. 

Use of Fast Flux in a Social Engineering Campaign 

In the realm of cybercriminal activities, social engineering campaigns have 
become increasingly prevalent and sophisticated. These campaigns leverage 
psychological manipulation to deceive individuals into divulging sensitive 
information or performing actions that can compromise their security. One 
technique that advanced persistent threat (APT) groups, such as APT28, utilize in 
their social engineering campaigns is fast flux DNS. 

 
Fast flux DNS is a technique that enables cybercriminals to rapidly change the IP 
addresses associated with a domain name, making it difficult for law enforcement 
agencies and security solutions to track and block malicious activities. This 
technique involves creating a botnet network composed of compromised devices, 
known as "zombies" or "fluxers," which act as intermediate proxies between the 
attacker's command and control infrastructure and the victim's device. 

In a social engineering campaign, fast flux DNS can be employed to establish a 
dynamic and resilient communication channel between the attacker and the 
victim. By constantly changing the IP addresses associated with the malicious 
domain, the attacker can avoid detection and enhance the longevity of the 
campaign. 
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The use of fast flux DNS in social engineering campaigns enables APT28 and other 
threat actors to disguise their malicious activities, making it challenging for victims 
to identify and prevent potential security breaches. It underscores the importance 
of user awareness and education to mitigate the risks associated with social 
engineering attacks. 

To counter the use of fast flux DNS in social engineering campaigns, security 
professionals and law enforcement agencies must employ comprehensive threat 
intelligence, behavioral analysis, and anomaly detection techniques. By staying 
vigilant and adopting a proactive approach, organizations can better protect 
themselves against APT groups' tactics and safeguard their sensitive information. 

It is important for individuals and organizations to remain cautious and sceptical 
of unsolicited requests for sensitive information, even if they appear to originate 
from trusted sources. By implementing multi-factor authentication, regularly 
updating security software, and fostering a culture of cybersecurity awareness, 
individuals can significantly reduce the risk of falling victim to social engineering 
attacks utilizing fast flux DNS. 

Use of Fast Flux in a Smoke Loader C2 Campaign 

In the realm of cybercrime, the use of fast flux DNS techniques has become 
increasingly prevalent. One notable example is its implementation in a smoke 
loader C2 campaign, where cybercriminals exploit the agility of fast flux 
infrastructure to evade detection and maintain control over compromised 
systems. 

In this campaign, smoke loader, a sophisticated malware strain, leverages fast flux 
DNS to establish communication with its command and control (C2) server. Fast 
flux DNS allows the cybercriminals to constantly change the IP addresses 
associated with the C2 domain, making it difficult for security researchers and law 
enforcement to pinpoint and disrupt the malicious infrastructure. 

The smoke loader C2 uses a network of compromised devices, known as "proxies," 
acting as intermediaries between the infected machines and the C2 server. These 
proxies continuously rotate their IP addresses, utilizing the fast flux technique to 
obfuscate the true location of the C2 server and enable persistent control over the 
compromised systems. 

By relying on fast flux DNS, the smoke loader C2 campaign maintains resilience and 
evades traditional detection techniques. Its constantly changing IP addresses 
make it challenging for security solutions to block or identify the malicious activity 
associated with the campaign. Furthermore, the use of proxies adds an additional 
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layer of complexity, making it harder to attribute the attacks to the original 
perpetrators. 

 
To detect and mitigate the impact of this advanced technique, security 
professionals and law enforcement agencies employ specialized tools and 
strategies. These include advanced threat intelligence platforms that monitor DNS 
traffic, behavior-based analysis to identify anomalous network patterns. 

 
As cybercriminals continue to refine their tactics, the proactive detection and 
disruption of fast flux-enabled campaigns become vital in mitigating the risks 
posed by organizations such as APT 28. By understanding the intricacies of fast flux 
DNS and its use in smoke loader C2 campaigns, defenders can arm themselves 
with the knowledge needed to combat these evolving threats and safeguard their 
digital assets. 

Use of Fast Flux in Illicit Gambling and Adult Sites 

Fast flux DNS techniques have not only been employed by cybercriminals for 
traditional malware distribution and command-and-control (C&C) infrastructure, 
but they have also found their way into illicit gambling and adult sites. This 
implementation presents unique challenges to law enforcement agencies and 
adds an additional layer of complexity to combating these illegal activities. 

Concealing Illegal Operations 

Illicit gambling websites and adult content platforms have turned to fast flux DNS 
as a means of evading detection and maintaining resilient infrastructures. By 
constantly changing the IP addresses associated with their domains, these sites 
can effectively conceal their hosting locations and make it difficult for law 
enforcement to shut them down. 

Rapidly Changing IP Addresses 

Utilizing fast flux, these sites set up networks of compromised machines referred to 
as "fluxbots" or "flukes". These machines serve as intermediaries, continuously 
redirecting traffic to different IP addresses, often at a rapid pace. The constantly 
changing IP addresses make it challenging for security professionals and law 
enforcement to pinpoint the actual servers hosting the illicit content. 
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Adapting to Countermeasures 

Cybercriminals operating these sites have developed advanced techniques to 
counter law enforcement's efforts. They employ sophisticated domain generation 
algorithms (DGAs) to generate domain names that are constantly changing, 
making it difficult to blacklist or block them effectively. 

Ensuring a safe and secure online environment requires continuous efforts to stay 
one step ahead of cybercriminals. Law enforcement agencies and cybersecurity 
professionals must work together to develop innovative techniques and tools to 
counter the ever-evolving tactics employed by these illicit sites. 

Advanced Techniques 

In the realm of fast flux DNS tactics, cybercriminals like APT 28 employ advanced 
techniques to enhance the resilience of their infrastructure and elude detection by 
law enforcement agencies. Understanding these techniques is crucial for staying 
ahead of evolving threats in today's digital landscape. Let's delve into some of the 
sophisticated tactics employed by APT 28: 

 
Double Flux 

One technique used by APT 28 is known as double flux. This involves not only rapidly 
changing the IP addresses associated with domain names but also constantly 
altering the domain names themselves. By utilizing this method, cybercriminals 
create a highly dynamic and evasive infrastructure, making it challenging for 
security professionals to identify and track their malicious activities. 

Double Flux is an advanced technique associated with fast flux DNS that 
cybercriminals employ to further obfuscate their malicious infrastructure. It adds 
an extra layer of complexity to evade detection by constantly changing not only 
the IP addresses associated with the domain names but also the domain names 
themselves.  

 
In the case of Double Flux, cybercriminals rotate through a combination of different 
IP addresses and domain names simultaneously, creating a web of interconnected 
nodes that makes it difficult to track down the main command and control (C&C) 
server. This makes it incredibly challenging to identify the true source of the attack 
and disrupt the malicious operations effectively. 
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To carry out Double Flux, cybercriminals frequently inject fake domain name 
registrations, leveraging compromised or fake registrars. They make constant 
updates to the Domain Name System (DNS) records, resulting in a high degree of 
resilience and adaptability against detection efforts. This dynamic and ever-
changing nature of Double Flux not only hampers the efforts of law enforcement 
but also increases the longevity and effectiveness of the cyber-attacks. 

Countering Double Flux requires in-depth analysis of network traffic, gathering 
intelligence on malicious domain names, and proactive monitoring of DNS activity. 
By focusing on patterns, behavior analysis, and leveraging machine learning 
algorithms, security professionals can detect anomalies and identify potentially 
malicious domains using Double Flux. Additionally, collaboration between law 
enforcement agencies, security vendors, and Internet Service Providers (ISPs) is 
crucial to collectively disrupt these sophisticated techniques employed by APT 
groups like APT 28. 

Domain Generation Algorithms 

Domain Generation Algorithms (DGAs) are a key component of APT 28's fast flux 
DNS tactics. DGAs are algorithms that generate a large number of seemingly 
random domain names. These names are frequently changing and are used as 
part of the infrastructure for APT 28's malicious activities. 

The purpose of DGAs is to create a constantly changing network of domains that is 
difficult for law enforcement and security solutions to track and block. By 
generating domain names on the fly, APT 28 can evade detection by security 
systems that rely on known malicious domains. 

DGAs are typically designed to produce domain names that appear random but 
follow a specific pattern. This pattern allows APT 28 to control and manage their 
network of domains. By analyzing the generated domain names, security 
researchers can potentially identify patterns and gain insights into APT 28's 
infrastructure and operations. 

One example of a DGA used by APT 28 is the Pizd DGA. This algorithm generates 
domain names based on the current date, time, and other variables. The generated 
domains are then used for various malicious purposes such as hosting command 
and control servers, distributing malware, or launching phishing campaigns. 

Detecting and disrupting DGAs is a challenging task for law enforcement and 
cybersecurity professionals. It requires advanced techniques that can analyze and 
classify domain names based on their patterns and characteristics. Ongoing 
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research is being conducted in this area to develop effective strategies for 
detecting and mitigating APT 28's use of DGAs. 

Domain Generation Algorithms play a crucial role in APT 28's fast flux DNS tactics. 
By generating a large number of constantly changing domain names, APT 28 can 
maintain a resilient infrastructure that evades detection. Detecting and countering 
DGAs is an ongoing challenge for law enforcement and security professionals, 
requiring advanced techniques and constant vigilance. 

 

Detecting Fast Flux and DGA Domains 

Fast Flux DNS is a technique frequently employed by cybercriminals, including APT 
28, to evade detection and maintain resilient infrastructures. By constantly 
changing the IP addresses associated with malicious domain names, fast flux 
enables cybercriminals to hide their activities. Additionally, APT 28 and other threat 
actors often utilize Domain Generation Algorithms (DGAs) to generate a large 
number of domain names that are dynamically associated with these changing IP 
addresses. 

Detecting fast flux and DGA domains is crucial for cybersecurity professionals and 
law enforcement agencies in their efforts to mitigate the impact of cyber threats. 
There are several approaches and techniques that can be utilized to identify and 
monitor these malicious domains. 

One effective method is to analyse the patterns and characteristics of DNS traffic. 
By monitoring DNS requests and responses, anomalies can be detected, such as 
frequent changes in the IP addresses associated with a domain or a high volume 
of dynamically generated domain names. Advanced tools and machine learning 
algorithms can be employed to analyse DNS logs and identify suspicious patterns 
that indicate the presence of fast flux or DGA domains. 

Another approach involves maintaining a comprehensive blacklist of known 
malicious domain names and continuously updating it based on real-time threat 
intelligence. This blacklist can be used by security solutions such as firewalls and 
web filters to block access to known malicious domains. 

Overall, the ability to detect fast flux and DGA domains is crucial in the ongoing 
battle against cyber threats. By utilizing advanced techniques and technologies, 
cybersecurity professionals and law enforcement agencies can effectively combat 
the tactics employed by APT 28 and other cybercriminals. 
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DNS Monitoring and Analysis 

DNS activities play a vital role in the communication infrastructure of APTs. By 
monitoring and analysing these activities, security experts can identify patterns 
and anomalies that reveal the presence of malicious actors. Some primary areas 
of focus include: 

1. Unusual Domain Name Resolution 

An APT may utilize domain generation algorithms (DGAs) to create a vast number 
of domain names dynamically. Detecting and analyzing these generated domain 
names can provide valuable insights into APT behaviours. By employing machine 
learning algorithms and statistical techniques, security professionals can 
differentiate between normal and suspicious domain names. 

 

2. Fast Flux Networks 

Fast flux DNS is a technique employed by APTs to rapidly change the IP addresses 
associated with a domain name, making it difficult to track the actual location of 
their malicious activities. Monitoring DNS responses and identifying domains 
exhibiting fast flux characteristics can help uncover APT operations and 
infrastructure. 

Leveraging Analytical Tools and Techniques 

To effectively discover suspicious APT behaviors through DNS analysis, security 
professionals utilize various analytical tools and techniques. These tools can extract 
relevant features from DNS traffic, such as DNS request and answer-based 
features, domain-based features, and Whois-based features. Analysing these 
features helps identify network traffic patterns associated with APT activities. 

Analysing DNS activities is a crucial aspect of detecting and countering APT 
behaviours. By monitoring and analysing DNS data, security professionals can 
uncover suspicious domain names, identify fast flux networks, and gain insights 
into the tactics employed by APT groups. This information is invaluable for law 
enforcement agencies as they work to disrupt APT operations and protect 
organizations from malicious cyber threats. 
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Feature Extraction 

Feature extraction plays a crucial role in detecting and analyzing fast flux DNS 
tactics employed by cybercriminals like APT 28. By extracting relevant features from 
DNS activities, researchers and law enforcement agencies can gain valuable 
insights into the behavior and characteristics of malicious domains. Key features 
used in the process include: 

DNS Request and Answer-Based Features 

Examining the DNS requests and answers allows for the identification of patterns 
and anomalies. Time-based features, such as the time between requests or 
response, can provide indications of fast flux behaviour. Researchers can also 
analyse the types of DNS queries and responses, including the use of rare or non-
standard query types. 

Domain-Based Features 

Analysing domain-based features involves examining the characteristics of the 
domain names themselves. This includes evaluating the length, composition, and 
structure of domain names, as well as the presence of hyphens or numerical 
sequences. Suspicious domain names may exhibit patterns associated with fast 
flux techniques, such as random sequences or rapidly changing IP addresses. 

Whois-Based Features 

Leveraging information from Whois databases provides additional insights into 
domain ownership and registration details. By examining the registration dates, 
registrant information, and host countries, researchers can identify potential 
connections between malicious domains and detect patterns associated with fast 
flux DNS networks. 

DNS Request and Answer-Based Features 

DNS request and answer-based features play a critical role in detecting and 
analysing fast flux DNS networks utilized by APT 28. By examining the characteristics 
of DNS requests and answers, cybersecurity experts can identify suspicious 
domains and potential indicators of malicious activity. Here are some key features 
used in the detection process: 

1. Request Type: Analysing the type of DNS requests provides insights into the 
purpose of the communication. Different request types, such as A (address), MX 
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(mail exchange), and CNAME (canonical name), can indicate the nature of the 
network traffic and potential malicious intent. 

2. Domain TTL: The Time-to-Live (TTL) value of DNS responses reflects how long the 
DNS record should be cached by resolvers. Unusually short TTL values can be an 
indication of fast flux networks, where IP addresses associated with malicious 
domains change frequently to evade detection. 

3. IP Address Recency: Monitoring the frequency of IP address changes associated 
with a domain can help identify fast flux networks. Rapid changes in IP addresses 
within a short period could indicate malicious activity. 

4. Domain Variation: Detecting patterns in domain names and their variations 
helps determine if a network is employing fast flux techniques. Look for random 
strings, subdomains, or modifications to the domain name structure that are 
commonly used in fast flux networks. 

5. Response Time: Analysing the time taken for DNS responses can help identify 
anomalies. Delayed or inconsistent response times may indicate attempts to 
obfuscate malicious activities or network infrastructure changes. 

By examining these DNS request and answer-based features, cybersecurity 
professionals can effectively detect and analyze fast flux DNS networks used by APT 
28. This enables them to stay one step ahead in countering cyber threats and 
mitigating potential risks. 

Domain-Based Features 

Domain-based features play a crucial role in detecting fast flux DNS tactics used 
by APT 28 and other cybercriminal organizations. These features focus on analysing 
the characteristics and behavior of the domain names involved in fast flux 
networks. By examining domain-based features, security professionals can identify 
suspicious domains and take appropriate action to mitigate the threat. 

Some key domain-based features include: 

1. Domain Age: APT 28 often registers new domains for its fast flux infrastructure. 
Monitoring the age of a domain can help identify recently created domains that 
might be associated with malicious activities. 

2. Domain Registrar: Analysing the domain registrar provides insights into the 
credibility and legitimacy of the registered domain. APT 28 may use various 



49 | PAGE 

 

 

HISTORY OF DNS ABUSE ATTACK VECTOR & COUNTERMEASURES 
 

registrars, both reputable and obscure, to avoid detection and create a sense of 
legitimacy. 

3. Registrant Information: Investigating the registrant details associated with a 
domain can reveal patterns or inconsistencies that may indicate malicious 
activities. APT 28 might use false or anonymized information when registering 
domains. 

4. Domain Ownership Transfer: Frequent ownership transfers of a domain can be 
an indication of suspicious activity. APT 28 might transfer domain ownership to 
evade detection or to maintain plausible deniability. 

 

5. DNS Record Types: Analysing the types of DNS records associated with a domain 
can provide valuable insights. APT 28 might use various record types, such as A, MX, 
TXT, or NS records, to obfuscate their intentions and infrastructure. 

By considering these domain-based features, security professionals can enhance 
their ability to detect and combat APT 28's fast flux DNS tactics. It is essential to keep 
these features in mind while developing advanced detection techniques and 
strategies to stay one step ahead of these cybercriminals. 

Whois-Based Features 

Whois-based features play a crucial role in detecting and identifying malicious 
domains used in fast flux DNS tactics employed by APT 28. By analyzing the 
information retrieved from the Whois database, cybersecurity experts can gain 
valuable insights into the domain's registration details and ownership. 

One of the key Whois-based features is the registration date. Malicious domains 
associated with fast flux networks often have a short registration period, typically 
ranging from a few days to a few weeks. This short registration duration is a red flag 
indicating potential malicious activity. 

Another important aspect is the domain registrar. Cybercriminals behind APT 28 
campaigns often exploit offshore or obscure domain registrars to maintain 
anonymity and make it difficult for law enforcement agencies to track them. 
Identifying such registrars can help cybersecurity professionals pinpoint potential 
threats. 
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Moreover, analysing the historical data associated with a domain's registration can 
reveal patterns and trends. Unusual registration behaviour, such as changing 
registrant details frequently, can be indicative of malicious intent. 

By leveraging Whois-based features, security analysts can gather crucial 
information to identify and counter fast flux DNS tactics employed by APT 28. This 
data provides valuable insights into the behaviour and characteristics of malicious 
domains, aiding in the identification of potential threats and enabling proactive 
cybersecurity measures. 

Real-Time DNS Monitoring 

We can employ real-time DNS monitoring to identify suspicious domain activities 
and track changes in IP addresses associated with these domains. By constantly 
monitoring DNS traffic, we can detect fast flux networks and their changing 
infrastructure. 

Machine Learning Algorithms 

To identify patterns and anomalies in DNS activities, we can utilize machine 
learning algorithms. These algorithms analyze large volumes of network traffic, 
allowing us to identify malicious domain names and distinguish them from 
legitimate ones.  

Domain Reputation Analysis 

Our approach should include a comprehensive analysis of domain reputation. We 
can leverage existing databases and reputation scores to assess the 
trustworthiness of domains. By considering various indicators such as past 
malicious activities and associations with known threat actors, we can identify 
potential fast flux networks used by APT 28. 

Length of the Domain Name 

The length of a domain name can provide insights into its legitimacy. 
Cybercriminals often use long and complex domain names to mask their malicious 
activities. Monitoring the length of domain names can help identify potential 
threats. 

 

 



51 | PAGE 

 

 

HISTORY OF DNS ABUSE ATTACK VECTOR & COUNTERMEASURES 
 

Frequency of Domain Name Changes 

Fast flux DNS techniques involve rapidly changing IP addresses associated with a 
domain. Monitoring the frequency of domain name changes can help identify 
domains that are part of a fast flux network. 

Randomization of Characters 

Cybercriminals often use random characters in domain names to evade detection. 
This randomization can be in the form of random strings, numbers, or a 
combination of both. Detecting and analyzing the presence of random characters 
can be helpful in identifying malicious domains. 

Lexical Analysis 

Analysing the content of domain names can provide valuable insights. This 
includes identifying keywords or phrases that are commonly associated with 
malicious activities, such as phishing or malware distribution. 

Domain Registration Information 

Examining the registrar, registration date, and other registration details can provide 
additional context for evaluating the legitimacy of a domain. Rapidly registering 
multiple domains or using suspicious registration information can be indicative of 
malicious intent. 

By considering these domain-based features, security professionals can improve 
their ability to detect and counter APT 28's fast flux DNS tactics. However, it is 
important to continually update and refine these features to keep pace with 
evolving techniques used by cybercriminals. 

Whois-Based Features 

One of the key elements in detecting fast flux DNS tactics used by APT 28 is 
analysing Whois-based features. Whois is a protocol that provides information 
about domain registrations, including the registrant's contact details and the 
domain's creation and expiration dates. By examining these whois-based features, 
researchers and law enforcement agencies can gain valuable insights into the 
behavior and characteristics of APT 28's malicious domains. 

One important whois-based feature is the registration period of a domain. APT 28 
often registers domains for short periods, typically less than a year, to avoid 
attracting attention and to quickly discard the domain once it has served its 
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purpose. This transient nature of domain registrations is a clear indication of 
malicious intent. 

Another useful whois-based feature is the presence of privacy protection services. 
APT 28 often uses privacy protection services to hide their identity when registering 
domains. This further adds to the difficulty of tracing the perpetrators and 
disrupting their activities. 

Furthermore, analyzing the historical whois records of APT 28's domains can 
provide valuable insights into their infrastructure and network patterns. 
Researchers can identify patterns of domain registrations, changes in registration 
details, and connections between different domains. This information helps build a 
comprehensive understanding of APT 28's operations and enables law 
enforcement agencies to take effective countermeasures. 

In conclusion, whois-based features play a crucial role in detecting and analyzing 
APT 28's fast flux DNS tactics. By examining domain registration periods, privacy 
protection services, and historical records, researchers and law enforcement 
agencies can gain valuable insights that aid in combating this sophisticated cyber 
threat. 

DNS Analysis Techniques 

Researchers have utilized DNS analysis techniques to detect and mitigate the 
impact of fast flux DNS networks. By analyzing the characteristics of network traffic, 
researchers have identified specific patterns and behaviors that are indicative of 
fast fluxing. This includes analyzing domain name resolution activities, IP addresses, 
and other attributes associated with malicious domain names. 

Machine Learning Approaches 

Machine learning algorithms have also shown promise in detecting and predicting 
fast flux DNS activities. By training models on large datasets of known malicious 
domains, these algorithms can identify patterns and classify suspicious domain 
names in real-time. This approach enables proactive identification and mitigation 
of fast flux DNS networks. 

 

Building Anomaly Detection 

Building an effective anomaly detection system is crucial in countering the evasion 
tactics employed by APT 28 through fast flux DNS. By implementing advanced 
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techniques and leveraging machine learning algorithms, organizations can detect 
and mitigate these malicious activities. Here are key steps in building an anomaly 
detection system: 

Feature Extraction 

To effectively identify anomalous DNS activities, relevant features need to be 
extracted from the network traffic data. These features can include DNS request 
and answer-based features, domain-based features, and whois-based features. 
By analyzing these attributes, patterns can be identified that distinguish normal 
behavior from potentially malicious activity. 

Training Dataset 

A large and diverse training dataset is essential for training the anomaly detection 
model. This dataset should consist of both normal DNS traffic and known examples 
of APT 28's fast flux DNS tactics. The model can learn the characteristics of normal 
behavior and identify deviations that suggest the presence of fast flux attacks. 

Model Building 

Using machine learning algorithms, such as clustering or classification, an 
anomaly detection model can be built. This model learns from the training dataset 
and identifies patterns or behaviors that deviate from normal activity. The model 
can be continuously updated to adapt to evolving attack techniques used by APT 
28. 

Evaluation and Threshold Setting 

To determine the effectiveness of the anomaly detection system, it is crucial to 
evaluate its performance. Evaluation metrics such as precision, recall, and F1 score 
can be used to assess the system's ability to accurately detect fast flux DNS tactics. 
Thresholds can then be set based on these metrics to optimize the system's 
performance and minimize false positives or false negatives. 

By following these steps and continually refining the anomaly detection system, 
organizations can effectively detect and respond to APT 28's fast flux DNS tactics. 
This proactive approach is essential in safeguarding against these sophisticated 
and evasive cyber threats. 

Network Packet Capture and Preprocessing 
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When it comes to analyzing network traffic for detecting APT attacks, network 
packet capture and preprocessing play a crucial role. In this section, we will explore 
the importance of capturing network packets and the necessary preprocessing 
steps involved in detecting APT attacks. 

Capturing Network Packets 

Capturing network packets allows us to examine the traffic flowing through a 
network and identify any suspicious or malicious activities. Network packet capture 
involves intercepting and recording the packets passing through a specific network 
interface. This captured data can then be further analyzed for various purposes, 
including APT attack detection. 

Attack Traffic Detection 

Attack traffic detection plays a crucial role in mitigating the impact of APT attacks. 
By effectively identifying and analyzing suspicious network traffic, security teams 
can proactively respond to potential threats. One method used in attack traffic 
detection is the analysis of DNS activities. 

DNS Log Analysis 

DNS log analysis involves monitoring and analyzing DNS requests and responses 
for patterns that indicate potentially malicious activity. By examining the domain 
names requested and the corresponding IP addresses, security analysts can 
identify anomalous behavior that may be indicative of an APT attack. Leveraging 
machine learning algorithms, DNS log analysis can detect patterns and identify 
suspicious domain names that deviate from normal traffic. 

Use of Deep Learning 

Deep learning techniques have shown promise in the field of attack traffic 
detection. By training models on large datasets, deep learning algorithms can 
learn intricate patterns and detect subtle deviations in DNS traffic. These models 
can effectively classify and flag potentially malicious domain names. 

Combining Multiple Detection Techniques 

To improve the accuracy and effectiveness of attack traffic detection, many 
security solutions combine multiple detection techniques. By leveraging domain 
generation algorithms (DGAs), machine learning, and DNS log analysis together, 
security teams can increase the chances of identifying APT attacks and mitigate 
their impact. 
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It is important to note that attack traffic detection is an ongoing challenge, as 
attackers constantly evolve their tactics to evade detection. However, through 
continuous research, collaboration, and the use of advanced detection techniques, 
security professionals strive to stay one step ahead of cybercriminals and protect 
organizations from APT attacks. 

APT 28's utilization of fast flux DNS demonstrates their advanced tactics to evade 
detection and hinder law enforcement efforts. By constantly changing the IP 
addresses associated with their malicious domains, they create a dynamic and 
resilient infrastructure that makes it challenging to track their activities. 

In summary, understanding APT 28's utilization of fast flux DNS is essential for 
enhancing cybersecurity measures. By shedding light on these evasion techniques 
and the steps taken by law enforcement, we can work towards building a safer 
digital landscape. Stay informed, stay proactive, and let's continue to combat 
cybercrime together. 
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COMPREHENDING Global DNS Servers and Architecture 
Is DNS being intercepted/ Abused by state actors? 

The Misuse of DNS by State Actors 
 Historical Incidents and Their Implications 

The Domain Name System (DNS) serves as an indispensable part of internet 
infrastructure that translates human-readable domain names into IP addresses. 
However, despite its importance for smooth operation of the Web, DNS has often 
become a subject of abuse by nation states. This blogpost examines some known 
cases where state actors have intercepted DNS traffic or otherwise exploited this 
protocol illegally; it also discusses possible consequences of such behaviour. 

One instance illustrating abuse of DNS by a state actor is the DNSChanger malware 
attack which came to light in 2007. Attributed to a group of Estonian hackers linked 
with Russian authorities, this malicious software infected millions of computers 
across the globe. By changing DNS settings on compromised machines, the 
attackers were able to redirect users towards fake websites for various illegal 
activities such as gathering sensitive information through forms or generating 
revenue via click fraud schemes. Despite dismantling the botnet responsible for 
distributing DNSChanger by FBI intervention during 2011, the incident showed how 
DNS can be vulnerable to politicized threats. 

Another case presenting misuse of DNS by nation states involves its hijacking for 
censorship purposes over Internet content. For instance, in 2010 China employed 
such technique allegedly aimed at blocking Twitter, YouTube and certain politically 
sensitive webpages by making their domain names point to different IP addresses 
controlled by the state rather than authentic servers hosting them. This type of 
filtering poses particular challenges because it is hard for users to detect and 
circumvent. 

 
State-affiliated groups have also been known to use DNS hijacking in order to 
engage in espionage and gather intelligence. In fact, back in 2013, it was discovered 
that a massive DNS hijacking campaign, which affected more than 30 countries’ 
government and private sector organizations, had taken place by researchers at 
the University of Toronto’s Citizen Lab. This campaign, called “Operation Quantum 
Entanglement,” was suspected to be the handiwork of a Chinese state-sponsored 
hacking group. The attackers redirected specific people to infected websites 
through DNS hijacking so that spyware could be installed on their computers 
consequently enabling the interception of their activities and theft of sensitive data. 
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More recently, that is in 2018; there were reports about US Department of Homeland 
Security (DHS) issuing an alert concerning DNS hijacking campaigns against public 
and private entities within the Middle East. These campaigns, which were linked to 
Iranian state-affiliated hackers, utilized DNS hijacking to lead users into fake sites 
where login credentials among other valuable details would be stolen. According 
to DHS this operation may facilitate espionage disruption as well serve as ground 
work for future destructive cyber attacks internationally. 

The misuse of Domain Name System (DNS) by states also has grave consequences 
on internet security and privacy. By altering DNS, countries can censor online 
content conduct espionage and even launch devastating cyber assaults. 
Moreover, the significance of attacks against Domain Name Systems cannot be 
underestimated since they may lead to widespread outages thus denying millions 
worldwide access to web services. 

It's crucial to put in place solid security measures at personal and organizational 
levels in order to prevent these attacks. The usage of cryptographic keys and other 
security protocols, such as the DNSSEC, can prevent DNS hijacking and other similar 
problems. Additionally, organizations need to monitor their networks for any 
suspicious DNS query and response traffic then develop an incident response plan 
that will detect and prevent fast flux hosting attacks. 

While technical measures are necessary, there should be greater international 
cooperation and accountability with respect to nation states' sponsorship of 
cyber-attacks. The world must come up with norms governing responsible state 
behavior in cyberspace as well as mechanisms through which violators of these 
norms may be held responsible internationally. 

In summary, when countries manipulate the domain name system it becomes not 
only a big threat to internet security but also privacy. Some examples of this are the 
DNSChanger malware which affected millions worldwide; another is censorship 
through DNS hijacking or espionage, Iran did some too they just got caught recently 
and that’s why we need more cooperation in handling such issues carefully fast – 
we should work towards creating universal measures for protection.  

And the latest discovery in the game Operation Muddling Meerkat by possibly 
covert Chinese operation. 

"Operation Muddling Meerkat" is the term used to describe a set of cyber 
operations that have been attributed to Chinese state-sponsored actors and 
which involve the exploitation of the Domain Name System (DNS). This activity was 
part of a larger strategy designed to manipulate DNS so as to intercept, tamper 
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with or redirect Internet traffic. Such abuse may cause serious violations of privacy, 
theft of trade secrets as well as other forms of espionage. 

During the course of Operation Muddling Meerkat, the attackers used advanced 
methods in order to tamper with DNS records. This tampering made it possible for 
them to divert user traffic towards malicious servers where they could collect 
sensitive information or install malware. Techniques employed included cache 
poisoning whereby false data is placed into a DNS cache thereby causing it to 
return an incorrect IP address thus sending the traffic off course from its intended 
destination. DNS hijacking which entails changing network devices’ DNS settings so 
as to lure users into visiting fake websites or using bogus services also featured 
among the tactics employed. 

These operations have far-reaching consequences on national security, corporate 
security and individuals’ private lives. In order to counter these risks organizations 
need to put in place strong cybersecurity measures by encrypting their DNS traffic 
via Domain Name System Security Extensions (DNSSEC) which authenticates and 
ensures data integrity in communications involving Domain Name Systems 
besides constantly keeping an eye on the network for any abnormality that may 
arise while at the same time educating stakeholders about likely vulnerabilities 
signifying that manipulation of this kind would be both complex and widespread. 
This highlights ongoing need for more robust cyber defences against state-
sponsored threats and shows how much has still yet been done towards protecting 
confidentiality gains trust in digital communications. 

To understand why Muddling Meerkat and similar campaigns are so significant, 
one must have a solid grasp of how global DNS servers work. This is owing to the 
fact that DNS acts as the foundation of the internet by providing a directory service 
that links domain names with IP addresses. An in-depth understanding of how DNS 
is configured enables security experts who focus on computer network defense 
(CND) to effectively detect, analyze, and respond to techniques employed during 
these attacks. 

For example, a defender can discover anomalies within Domain Name System 
requests and responses like unexpected redirects or changes of records if they 
know where to look based on exploitation paths used during resolution process. 
Such information does not only support immediate protection measures but it also 
assists in setting up more advanced alerting systems which can “sense” suspicious 
activities indicative of potential DNS attacks. More to this, when one has a good 
knowledge about worldwide DNS infrastructures then he/she is better placed at 
making judgments about larger ramifications caused by assaults on them such as 
those witnessed in “Muddling Meerkat” operation. 
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It gives insight for predicting and preparing against interconnected systems’ 
collapse throughout the internet due to domino effect following domain name 
service disruptions if not corrected in time — thus saving many servers from going 
down shards all over the world. 

Being that domain name system is decentralized; security professionals need to be 
aware of its global design which includes root servers, TLD (top-level domain) 
servers and authoritative servers among others for their holistic approach towards 
cyber defense internationalization. 

Therefore, understanding how it works at an international level opens doors not only 
for cooperation among different nations but also promotes coming up with 
worldwide standards and best practices as far as DNS security is concerned 
ultimately leading us closer towards achieving this goal altogether!  Before we 
decode Muddling Meerkat and finish this DNS Abuse blog, should we understand 
how the Global DNS system works? Let's take a look. 

 

What is Global DNS Servers? 

DNS servers are responsible for storing and managing DNS records, as well as 
responding to DNS queries from clients. They play a crucial role in the DNS resolution 
process, ensuring that domain names are translated into their corresponding IP 
addresses. 

Types of DNS Servers: 

Root DNS Servers: These servers form the foundation of the DNS hierarchy and are 
responsible for directing queries to the appropriate Top-Level Domain (TLD) 
servers. There are 13 root server clusters worldwide, each consisting of multiple 
servers for redundancy and load balancing. 

Top-Level Domain (TLD) DNS Servers: TLD servers manage the DNS records for a 
specific top-level domain, such as .com, .org, or .net. They are responsible for 
directing queries to the appropriate authoritative nameservers for a given domain. 

Authoritative DNS Servers: These servers hold the actual DNS records for a specific 
domain and are responsible for providing the final answer to a DNS query. They are 
managed by the domain owner or their hosting provider and can be primary 
(master) or secondary (slave) servers. 
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Recursive DNS Servers: Also known as DNS resolvers, these servers are usually 
managed by Internet Service Providers (ISPs) or local networks. They handle 
recursive queries from clients and perform the step-by-step process of contacting 
other DNS servers to resolve a domain name on behalf of the client. 

Caching DNS Servers: These servers store the results of previous DNS queries for a 
specified period (determined by the TTL value) to improve performance and 
reduce the load on other DNS servers. Most recursive DNS servers also function as 
caching servers. 

DNS Architecture 

The DNS follows a hierarchical structure, with the root servers at the top and 
individual domains at the bottom. This structure allows for efficient management 
and distribution of DNS records across the internet. 

Hierarchical Structure: 

Root DNS Servers: The root servers are at the highest level of the DNS hierarchy. 
They are responsible for directing queries to the appropriate TLD servers based on 
the requested domain name. 

Top-Level Domain (TLD) DNS Servers: Below the root servers are the TLD servers, 
each responsible for a specific top-level domain. For example, there are TLD servers 
for .com, .org, .net, and country-code TLDs like .uk or .jp. These servers hold 
information about the authoritative nameservers for domains within their 
respective TLDs. 

Second-Level Domain (SLD) and Subdomain DNS Servers: Below the TLD servers 
are the SLD and subdomain servers. These are the authoritative nameservers for 
individual domains and are managed by the domain owners or their hosting 
providers. For example, the authoritative nameservers for "example.com" would be 
responsible for handling DNS records for that domain and any of its subdomains, 
such as "subdomain.example.com". 

The hierarchical structure of the DNS allows for distributed management of domain 
names and their associated records. Each level of the hierarchy is responsible for 
a specific portion of the domain name space, which helps to ensure scalability and 
resilience of the system. 

When a DNS query is made, the process starts at the root servers and works its way 
down the hierarchy until the authoritative nameserver for the requested domain is 
reached. This process, combined with caching at various levels, helps to ensure 
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that DNS queries are resolved efficiently and that the DNS can handle the vast 
number of requests generated by internet users worldwide. 

The DNS architecture is designed to be scalable, distributed, and hierarchical, 
enabling the efficient translation of human-readable domain names into 
machine-readable IP addresses. The various types of DNS servers work together to 
ensure that the DNS resolution process is fast, reliable, and secure, forming the 
backbone of internet communication. 

 

GLOBAL DNS SERVER & DNS RESOLUTION PROCESS 

The DNS resolution process among global DNS servers is a critical component of 
the internet infrastructure, ensuring that users can access websites and services 
using human-readable domain names. This process involves various types of DNS 
servers working together to translate domain names into IP addresses. In this class, 
we will explore the DNS resolution process in detail, focusing on the roles of different 
DNS servers and the steps involved in resolving a domain name. 

The DNS Resolution Process 

When a user enters a domain name (e.g., www.example.com) into their web 
browser, the DNS resolution process begins. The goal of this process is to translate 
the domain name into an IP address that the browser can use to connect to the 
desired website. 

The steps involved in the DNS resolution process among global DNS servers are as 
follows: 

When a user wants to enter a website, his device (client) unfolds a DNS query to 
convert the domain name into an IP address. The request, which is presented as a 
query, goes to the DNS resolver that the device is configured to reach, and this is 
typically provided by the ISP or the local network. The requested domain name (e.g., 
www.cybervidyapeeth.in) and the query type (e.g., A record for IPv4 address) make 
up the query itself. 

Recursive DNS Server: 

After that, the client's DNS resolvers receive the query and check their cache to see 
if the DNS record is saved there. If the record is in the cache, the resolver needs to 
check the TTL to make sure it's still valid so that it can successfully return the IP 
address to the client right away. The whole process is completed this way. But, if 
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there is no cached or expired record, the DNS resolver would then have to put itself 
in the position of the client and the process of finding the IP would the resolver itself 
be getting the recursive query to resolve a domain name. 

Root DNS Server: 

The first step in the recursive process is for the DNS server to initiate a query to one 
of the 13 root DNS server clusters. These servers are located at the highest tier in 
terms of the DNS as they are the primary nameservers for the DNS hierarchy and 
are the main resources that direct the queries to the correct Top-Level Domain 
(TLD) DNS servers to be completed at last. In this step the resolver queries a root 
server to find out the IP address of the TLD DNS server that resolves the requested 
domain's TLD (e.g., .com). The root server, on the other hand, does this through the 
referral process which entails sending the query to an Ip of the relevant TLD DNS 
server. 

TLD DNS Server: 

Upon receipt of the IP address of the TLD DNS server from the recursive DNS server, 
a new query is sent to this server. The query is going to be looking for the IP address 
of the corresponding authoritative nameserver. The TLD DNS server will answer the 
query after soliciting nameservers for the requested domain by giving the IP 
address through the DNS lookup feature. The TLD DNS server, which is possessing 
the nameservers' data within its TLD, offers another referral containing the IP 
address of the domain's authoritative nameserver. The recursive DNS server then 
sends the request to such authoritative server for the domain desired. This server 
holds not only the required records but also the actual DNS ones right for that 
domain. That recursive DNS server will ask for it to be the IP address along with the 
said domain name, for example; if the name of the domain is 
www.Cybervidyapeeth.in). The authoritative nameserver will, in the case of the 
submitted domain name and the present record, share the requested IP address. 
If not, it returns an error message. Recursive DNS Server Cache and Response: 

The recursive DNS server recollects the answer using the cache of the original 
one's service if the TTL (Time-to-Live) value is retrieved. It is the authoritative 
server's decision about how long a unique record will be memorized thanks to the 
TTL field. The recursive DNS server then sends the IP address to the client's DNS 
resolver. 
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Client DNS Resolver Cache and Response: 

The IP address gets sent from the recursive DNS server to the client's DNS resolver, 
and then the resolver also stores the DNS record in the cache. Similar to that of the 
recursive DNS server, the resolver also adheres to the TTL value to follow as to how 
long the record can be cached. After a while, the resolver hands in an IP address to 
the client thereby completing the DNS resolving process. 

Client Connection: The moment when the client's device has an IP address is the 
time when the client's device can (source and) although the web server hosting 
the desired website. First, a device lets his/her browser automatically send simple 
English messages (hence developers create web APIs). Second, the software was 
meant (mainly) for machines more than developers, but it has the following 
capabilities that should appeal to software engineers. 

Indeed, software developers have to understand. The request for a web page goes 
(up) to the IP. It is the actual server that will do the hard work and the lazy user will 
just get the result. For this reason, the user's browser directed by the server receives 
the given content and the web page appears on his screen as he wanted it 

Caching and TTL 

Caching plays a crucial role in the DNS resolution process, helping to reduce the 
load on DNS servers and improve the speed of domain name resolution. DNS 
records are cached at various levels, including the client's device, the local DNS 
resolver, and the recursive DNS servers. 

The Time-to-Live (TTL) value associated with each DNS record determines how 
long a record can be cached before it must be refreshed from the authoritative 
nameserver. The TTL is set by the domain owner or administrator and can range 
from a few seconds to several days. Shorter TTL values ensure that changes to DNS 
records propagate quickly but result in more frequent queries to the authoritative 
nameserver. Longer TTL values reduce the load on the authoritative nameserver 
but may delay the propagation of record updates. 

 
DNS Security and Reliability 

The DNS is essential for the functioning of the internet, and as such, it is crucial to 
ensure its security and reliability. Several measures are in place to protect the DNS 
infrastructure and prevent abuse: 
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DNSSEC (DNS Security Extensions): DNSSEC is a set of extensions that add 
authentication and integrity to the DNS, protecting against attacks such as DNS 
spoofing and cache poisoning. DNSSEC uses digital signatures to verify the 
authenticity of DNS responses, ensuring that the data received by the client is 
genuine and has not been tampered with. 

 
Anycast Routing:  

Many DNS server clusters, including the root servers, use anycast routing to improve 
reliability and performance. With anycast, multiple servers share the same IP 
address, and the closest server (in terms of network topology) responds to the 
client's query. This approach helps to distribute the load across servers and ensures 
that the DNS remains accessible even if some servers fail. 

 
DDoS Mitigation 

DNS servers, particularly the root and TLD servers, are often targeted by Distributed 
Denial-of-Service (DDoS) attacks, which attempt to overwhelm the servers with a 
flood of traffic. To mitigate these attacks, DNS server operators employ various 
techniques, such as traffic filtering, rate limiting, and the use of specialized DDoS 
mitigation services. 

 

Redundancy and Failover 

DNS server operators ensure the reliability of the DNS by implementing redundancy 
and failover mechanisms. This includes the use of multiple servers, geographic 
distribution of server clusters, and the deployment of secondary (slave) 
nameservers that can take over in case the primary (master) nameserver fails. 

The DNS resolution process among global DNS servers is a complex and critical 
component of the internet infrastructure. By understanding the roles of different 
DNS servers, the steps involved in resolving a domain name, and the importance of 
caching and security measures, network administrators and web developers can 
ensure the efficient and reliable operation of the DNS and, consequently, the 
smooth functioning of internet-based services.  
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DNS PROPAGATION & SYNCHRONIZATION 

DNS propagation and synchronization are essential processes that ensure the 
consistency and reliability of the Domain Name System (DNS) across the globe. In 
this class, we will explore the concepts of DNS propagation, synchronization, and 
the underlying technologies and systems involved, including DNS changes, primary 
servers, zone transfers, and BIG-IP DNS synchronization. 

DNS Changes and Primary Servers 

When a change is made to a DNS record, such as updating an IP address or adding 
a new subdomain, the change must be propagated throughout the DNS 
infrastructure to ensure that clients receive the most up-to-date information. 

1. Introduction to DNS Servers and Record Changes 

One of the different names for the primary DNS server also known as the master 
server has it serve as the top-level source for a domain's DNS records. The primary 
server is responsible for maintaining the master copy of the zone file, which 
contains all the DNS records for that domain. The DNS records sometimes need to 
be changed. In this case, these changes are first applied to the primary server, 
which is responsible. The record changes can be the renewal of IP addresses of 
subdomains, adding or removing subdomains and modification of TTL (Time-to-
Live) values. DNS administrators do these changes through a DNS management 
tool or by modifying the zone file directly. From there, it is a primary server's job to 
pull the changes across the network so that the secondary (slave) servers can 
become coherent with the primary one. 

2. Zone Transfers: Keeping DNS Servers in Sync 

In propagating DNS record changes from the primary server to secondary servers, 
zone transfers put in their part of it. They enable all authoritative servers for a single 
domain to have parallel and latest information. Usually, there are two types of zone 
transfers: AXFR (Full Zone Transfer) and IXFR (Incremental Zone Transfer). AXFR, 
performs the process of copying the entire zone file from the primary server to the 
secondary server which is actually used as an installation step of the new 
secondary server or when the secondary server has been offline for an extremely 
long period. IXFR, in contrast, is the best option, since with this method, the only data 
that is moved from the primary to the secondary server is the modified one 
contributing to a reduction in the data exchanged, and load minimization at the 
servers. 
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Zone transfers are done through TCP, ensuring the reliability of the zone data 
delivery. The main server cooperates with being available on TCP port 53 in order 
to accept the incoming requests for the zone transfer from the authorized 
secondary servers. In the interest of improving security, TSIG (Transaction 
SIGnature) is a method mainly used to prove the authenticity and authorization of 
zone transfers by verifying the source of the zone transfer request, guaranteeing 
that ita trustworthy secondary server that was able to receive the data of the zone. 

 

3. DNS Propagation: Updating the Global DNS Infrastructure 

The term DNS propagation refers to the process of spreading the updated DNS 
records to different end client locations across the global DNS framework. The 
process helps ensure that users worldwide receive the latest DNS data from a DNS 
server. The precise period needed to complete the process of data propagation 
depends on a couple of factors like TTL values, caching and other configuration 
settings of DNS servers. On the one hand, Lower TTLs mean faster but denser DNS 
traffic, whilst on the other hand, Higher TTLs mean slower but low DNS traffic. 
Furthermore, DNS resolvers and recursive servers may cache the DNS records to 
get their performance improved, but this caching can cause a delay in the update 
of the records. On the other hand, the time used for zone transfers to happen and 
the corresponding servers' number determine the time fence. It is unique to each 
domain, but this will take only a little while, sometimes a few minutes to several 
hours while in rare cases it takes about days for the physical propagation to take 
place. 

 

4. BIG-IP DNS Synchronization: Scalable and High-Performance DNS 
Management 

Finally, BIG-IP DNS, created by F5 Networks, is an elastic and high-tech DNS solution 
that is designed for the effective management and syncing of DNS records across 
a large number of BIG-IP devices. It introduces synching segments, a collection of 
BIG-IP devices experienced a synchronization of the configuration and zone data. 
All devices included in the sync group are automatically sync their DNS data, so 
there is synchronization between them. 

 
BIG-IP DNS applies both automatic and manual synchronization alone or in tandem 
to update DNS data of all devices in a sync group. Full synchronization includes the 
complete DNS Zone and Complete the DNS configuration that transiting period the 
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last synchronization to the chancing, but on the other hand, incremental 
synchronization uses the changes since the last synchronization. As soon as 
updates from one container to another using both multicast and unicast 
communication, its identical to the other one. By doing this, the sync process 
ensures DNS configuration consistency over all devices allowing disaster recovery 
and load balancing to be possible. 

5. Underlying Technologies and Systems 

These technologies and systems include the Design Protocol which is an extension 
to the DNS protocol that enables the principal to proactively notify the secondary 
DNS servers of the zone's changes. When the primary server sees that a move has 
been made, it will inform the secondary servers via a NOTIFY message to start zone 
transfer. 

DNSSEC (DNS Security Extensions) penetrates security measures as well as data 
authentication and integrity and thus removes a risk of the clients receiving false 
DNS records. The DNSSEC mainly works on the basis of the signatures that are digital 
and applied to DNS records, allowing clients to determine the validity of their data. 
These signatures are also transcended along with DNS records, thereby they 
endure the security afforded to DNS records. 

DNS makes a way to a DNS Load Balancing system such as BIG-IP DNS to equate 
the customers with the best available servers. These servers automatically check 
the performance and availability of all the servers and modify the DNS ambiguities 
musically to take clients to the optimum server according to the above criterion 
mentioned. This approach prolongs the life of a successful and high-performing 
application or website. 

In general, DNS propagation and synchronization have a duty, as patched 
processes, to see through the global economic performances of DNS 
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Is China Intercepting DNS and Monitoring it Globally? 

The digital landscape is fraught with hidden surveillance tactics, and one of the 
most concerning practices gaining attention is China's alleged interception of DNS 
data on a global scale. Imagine innocently browsing the web only to have your DNS 
requests intercepted and monitored by a foreign entity, potentially compromising 
your internet privacy and security without your knowledge. 

In this investigative report, we delve deep into the murky waters of DNS interception 
and surveillance, shining a light on China's role in manipulating DNS data 
worldwide. From the inner workings of the Great Firewall to the implications for 
internet users across the globe, we uncover the potential risks posed by DNS 
manipulation and the crucial need to fortify DNS security against emerging threats. 

Join us as we unravel the complexities of China's DNS censorship practices, explore 
the impact on online privacy and cybersecurity, and discover the vital measures 
you can take to safeguard your internet browsing experience in an era of 
heightened digital surveillance. Stay informed, stay secure. 

Introduction to China's DNS Interception and Surveillance 

The security of the Domain Name System (DNS) is crucial for maintaining online 
privacy and security. DNS serves as the backbone of the internet, translating 
domain names into IP addresses and facilitating communication between devices. 
However, concerns have been raised about China's alleged involvement in 
intercepting and monitoring DNS traffic worldwide, potentially jeopardizing internet 
privacy and security on a global scale. 

China, known for its strict internet censorship policies enforced through the Great 
Firewall, has faced allegations of manipulating DNS data for unauthorized 
surveillance purposes. These concerns have sparked intense debates about the 
extent of China's involvement and the implications it may have for internet users 
worldwide. 

DNS interception involves capturing and inspecting DNS queries and responses in 
real-time. By intercepting DNS traffic, malicious actors can potentially redirect 
users to malicious websites, tamper with communication channels, or monitor 
individuals' online activities. This raises serious concerns regarding data privacy, 
cybersecurity, and freedom of information. 

Reports suggest that Chinese hackers have been involved in probing DNS networks 
globally, seeking potential vulnerabilities that can be exploited for interception and 
surveillance purposes. One notable operation attributed to China is the Muddling 
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Meerkat operation, which utilizes sophisticated techniques to manipulate DNS data 
and potentially collect sensitive information. 

The implications of China's DNS interception are far-reaching. Internet privacy is at 
stake, as intercepted DNS traffic can reveal users' online activities, compromising 
their anonymity and potentially leading to targeted surveillance. Furthermore, data 
security is undermined, as intercepted DNS traffic can be exploited for cyber 
attacks, such as DNS spoofing or man-in-the-middle attacks. 

To mitigate the risks associated with DNS interception, it is crucial for individuals 
and organizations to take proactive steps in protecting their DNS traffic. 
Implementing DNS encryption protocols, such as DNS over HTTPS (DoH) or DNS over 
TLS (DoT), can help secure DNS communication and prevent unauthorized 
interception. Additionally, utilizing reputable DNS privacy protection tools and 
services can enhance privacy and protect against surveillance. 

The alleged global interception and monitoring of DNS traffic by China raises 
significant concerns for internet privacy, data security, and freedom of information. 
It is essential for individuals and organizations to stay vigilant, adopt robust DNS 
security measures, and advocate for a secure and open internet. By safeguarding 
DNS security, we can protect against unauthorized interception, surveillance, and 
potential threats to online privacy and security. 

Overview of China's Great Firewall 

China's Great Firewall is a complex system of internet censorship and surveillance 
that allows the Chinese government to control and monitor online activities within 
its borders. This sophisticated network of technologies and policies has a 
significant impact on internet access and the flow of information for millions of 
Chinese citizens. 

The Purpose of the Great Firewall 

The primary objective of the Great Firewall is to regulate the internet and maintain 
strict control over the information that Chinese citizens can access. This control is 
exercised through various techniques, including IP blocking, keyword filtering, and 
DNS manipulation. These measures effectively block access to websites and online 
content that the government deems sensitive or threatening to its ideology. 
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Internet Access Restrictions 

One of the key features of the Great Firewall is its ability to restrict access to foreign 
websites and platforms. Popular platforms such as Facebook, Google, YouTube, 
and Twitter are inaccessible in mainland China, severely limiting the online 
experiences of Chinese citizens. Instead, the Chinese government promotes the use 
of domestic platforms that are subject to strict censorship guidelines. 

Censorship and Content Filtering 

The Great Firewall also employs content filtering and keyword blocking to prevent 
the circulation of sensitive or dissenting information. Websites or social media 
posts containing keywords related to topics like human rights, democracy, or 
criticism of the government are often promptly blocked or removed. This level of 
censorship creates a controlled online environment that aligns with the 
government's agenda. 

Escaping the Great Firewall 

Although the Great Firewall poses significant challenges to internet freedom, some 
tech-savvy individuals and organizations have found ways to bypass these 
restrictions. Virtual Private Networks (VPNs) and proxy servers are commonly used 
methods to access blocked websites by encrypting internet traffic and masking IP 
addresses. However, the Chinese government has also cracked down on these 
tools, making it increasingly difficult to circumvent the Firewall. 

International Implications 

China's Great Firewall not only affects its own citizens but also has implications on 
a global scale. The interception and manipulation of DNS traffic by Chinese 
authorities have raised concerns about data privacy and security for users around 
the world. Affected individuals and organizations must be diligent in implementing 
robust security measures to protect their online activities from potential 
surveillance and interference. 

China's Great Firewall is a prominent example of how a government can wield 
control over the internet to regulate information flow and limit online freedom. Its 
strict censorship policies and sophisticated technologies have far-reaching 
implications for internet privacy and security.  
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History of Allegations Against China's DNS Interception 

Over the years, there have been numerous reports and allegations about China's 
involvement in intercepting and manipulating DNS (Domain Name System) traffic 
globally. These allegations have raised concerns about internet privacy, data 
security, and freedom of information. Let's delve into some of the key incidents that 
have brought China's DNS interception practices into the spotlight. 

Cybersecurity Experts' Findings 

Cybersecurity experts and researchers have conducted extensive investigations 
into China's DNS interception activities. Their findings suggest that China has been 
actively involved in intercepting DNS traffic to gain control over internet access and 
censor certain content. These interceptions are believed to occur at different points 
within the network infrastructure, enabling the surveillance and manipulation of 
DNS queries and responses. 

The Green Dam Project 

One notable incident was the Green Dam project, which involved the Chinese 
government's attempt to install a mandatory filtering software on all new 
computers sold in China. This software allowed the authorities to monitor and 
control internet usage by blocking access to specific websites and keywords. The 
project was widely criticized for its potential to infringe upon individuals' privacy 
and restrict access to information. 

The Great Cannon 

In 2015, a cyber attack known as "the Great Cannon" was attributed to China. This 
attack involved redirecting massive amounts of traffic to specific websites, 
effectively disrupting their availability. The Great Cannon, believed to be part of 
China's cyber arsenal, highlighted the country's capabilities in manipulating 
internet traffic. 

DNS Manipulation during Hong Kong Protests 

During the pro-democracy protests in Hong Kong in 2019, there were reports of DNS 
manipulation targeted at undermining the movement. Researchers observed 
instances where DNS requests for popular messaging apps and social media 
platforms were redirected to servers in China or experienced significant delays. 
These tactics were seen as attempts to suppress communication among 
protesters and limit their ability to organize and share information. 
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Ongoing Concerns and International Scrutiny 

China's alleged DNS interception activities continue to be a subject of concern and 
international scrutiny. The global community has raised questions about the 
impact of China's actions on internet privacy, cybersecurity, and freedom of 
expression. In response, there have been calls for increased transparency, stronger 
protections against DNS interception, and the development of secure DNS 
protocols and practices. 

There have been substantial allegations and evidence pointing towards China's 
involvement in intercepting and manipulating DNS traffic globally. These incidents 
raise serious concerns about internet privacy, data security, and censorship. As the 
digital landscape continues to evolve, it is imperative for individuals, organizations, 
and governments to stay vigilant and take necessary measures to protect DNS 
security and ensure a free and secure internet for all. 

Chinese Hackers and DNS Network Probing 

Chinese hackers have been reported to engage in activities that involve probing 
DNS networks globally in search of potential vulnerabilities. These activities raise 
concerns about the security and integrity of DNS infrastructure, as well as the 
implications for internet users worldwide. 

The Motives Behind DNS Network Probing 

Chinese hackers have been known to engage in DNS network probing in order to 
identify weaknesses and exploit vulnerabilities for various purposes. These motives 
can range from espionage and intelligence gathering to gaining unauthorized 
access to sensitive information or conducting disruptive cyberattacks. 

 

**Techniques Used by China to DNS Network Probing** 

1. **DNS packet analysis**:  
Hackers meticulously analyze the structure and content of DNS packets to identify 
patterns, anomalies, and potential vulnerabilities and safety gaps. They can gain 
an idea of the network architecture, implementation of names, and potentially 
exploitable weaknesses once they look at the DNS header, query, and response 
fields. this study helps them create a map of the network, find out some of the key 
services, or sort out stuff like misconfigurations or obsolete SW versions that may 
be vulnerable to attacks. 
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2. **DNS query manipulation**:  

Data-packet manipulation of DNS, for instance, is among the most potent 
techniques that can direct legitimate traffic or snoop sensitive information. 
Deemed with this power, they can develop specially crafted DNS queries and 
through them, these may exploit vulnerabilities in DNS servers or resolvers causing 
unexpected conduct or even revealing confidential data. For instance, they could 
put into use DNS cache poisoning, in which they temper with the DNS cache by 
placing fake DNS records on it, making it likely to return wrong IP addresses and 
mislead users to fake websites, which they would own. 

 

3. **DNS traffic monitoring**:  

By methodically monitoring the DNS traffic that is being transmitted on the network, 
hackers can acquire significant information about the network topology, attached 
devices, and prospects for attacks. They can record and monitor the DNS volume, 
frequency with time and shape of the inquiries to establish which devices on the 
network are valuable and map out the topology of the system, and uncover any 
weaknesses of the system. Still, probing the whole DNS traffic could provide huge 
amounts of sensitive data, e.g. domain names and subdomain names visited by 
users, and give hackers their profile as to the websites they visited and what kind 
of websites they loved. 

 

4. **DNS hijacking**:  

This is a very critical stuff as I consider DNS hijacking to be the act of changing the 
answers given back by DNS servers in order to direct users to fake or infected 
websites or/and gain unwanted access to their confidential information. This is 
consisted of corrupting the content of DNS packets or debug one of the devices 
outside of it, hackers can shake the mapping of some IP address to the domain 
name up but still sends you to a wrong place (router etc). The attacker can send 
you to a false site, whose address is very close to that of the trusted site. The user 
has no opportunity to notice the difference and be trapped in the attacker's 
sophisticated and misleading site.  

Generally, personal information from users is not captured by phishers unless they 
have taken the ignorance of the user too far. Sophisticated attackers often deceive 
the users into typing their web login details or sensitive data into phony websites of 
the attackers. These phishing attacks are rare compared to ordinary types but are 
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still very harmful and originate from the internet. There is also the matter of related 
laws in the phishers' pockets that they never apply. The attackers having access to 
the sensitive information is also counted as one of the perils. In other words, the 
attackers use this technique expecting to receive the necessary information by 
transforming the data contained in the query so that it looks like the reply. 

5. **DNS payload inspection**:  

By pretending to be prey here the hackers keep an eye on the suspicious DNS 
packages to search for vulnerabilities or extra data transmitted nagregationlly or 
over the DNS using encoding techniques, detect the anomalies and exploit the 
incidents bringing to light of the DNS protocol. Through the falsified DNS packets, 
attackers can trick genuine clients to think they remain connected. Through the 
innocent process of looking for the truth, the hackers can find themselves entering 
illicit data into a company or even their personal devices because of the entities in 
the middle saying that they are the real official server though they are actually all 
criminals. The complementary and varied operations for DNS exquisitely bring the 
whole scheme together and unequivocally echo the leading note to the audience. 
As a result, the false server can be accessed. 

**Implications of DNS Network Probing** 

It is very possible that when Chinese hackers engage in probing of the DNS network 
that is considered to silently control the DNS servers there could be a number of 
serious consequences for a large number of internet users worldwide. Among the 
implications are: 

1. **Compromised internet privacy**:  
DNS network probing would make the internet users quickly loose their privacy 
rights. The act of DNS animation manufactures an opportunity for hackers to take 
the hook line and sinker users' private data and start monitoring them without 
permission to collect socio-economic-demographic data such as what kinds of 
websites they go to, which services they use, etc. This stalking can be used to 
compile a DV profile of the press, such as their interests, habits, and personal 
information that will come to the attention of eventual attackers redirects a cyber-
SOPA-like service, tries to blackmail someone, or sells the data and creates an area 
of privacy loss that turns to a very narrow bridge leading to the honesty of the net 
and the integrity of the unsafe data. Adding, such deep understanding of DNS Info 
flow, China can do targeted with cyber warfare tools against qualified target with 
precision.  
2. **Data breaches and theft**:  
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DNS network probing frequently begins with DNS network probing, and evolves to 
more sophisticated attacks to steal sensitive data. If hackers successfully identify 
and exploit vulnerabilities in DNS networks, they can gain unauthorized access to 
servers, databases, and other critical infrastructure components. After going 
through the network, they can remove any important data such as user credentials, 
financial records with intellectual property or confidential business data. Data 
breaches from DNS network probing can be very harmful for individuals and 
organizations leading to identity theft, financial losses, and reputational damage. 
3. **Disruption of critical infrastructure**:  
DNS servers are known to be the main targets of attacks which are used for 
providing internet and other systems' services, including energy transport, health 
and life services, and financial institutions. By affect these networks, Chinese 
hackers can mainly jeopardize the normal operation of these critical services and 
bring serious harm to the society.  
For instance, by implementing a DNS server DDoS attack, attackers can overmaster 
the almost all of ddos' servers with too many requests and then those servers will 
be out of service and no one will be able to access them that need for the service 
in order to function properly. Generally, such kind of action can result in the 
disorders in the society and can lead to the crime emergence. Their impact extends 
to public safety, economic stability, national security and every other aspect of 
society. 
4. **Damage to reputation and trust**:  
DNS security in the atmosphere of increased DNS network probes and other types 
of hacking makes the organizations vulnerable to very high risks. Data breaches or 
security breaches due to DNS configuration weaknesses are a major source of 
doubt concerning the protection of personal data or computer system reliability 
that the organization can guarantee. The outcome is also press footage and press 
coverage that may decrease business or market share and can lead to long term 
financial instability.  
Specifically, violations in DNS infrastructure and the reinforcement of stringent 
cybersecurity strategies are clear from the way Chinese hackers are allowed to 
carry out network DNS testing and possible interception for espionage and for 
various dimension of Cyber Warfare. The established distribution of DNS domain 
infrastructures must satisfy the requirement to actively monitor network 
behaviours for malicious activities by not only patching vulnerabilities but also 
enforcing implementation of comprehensive protective measures like DNS 
encryption, multi-factor authentication, and threat intelligence sharing. 
Government bodies should consider the set-up of global conventions, regulations, 
and sanctions through which tech assaults like malicious DNS network testing co-
opting domain operations become a matter of less concern and lead to a place of 
liability for the malicious activities.  
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The best hope remains, in this situation, with the blend of modern security 
technology, policy measures, and global cooperation to identify the risks from a 
selfish intrusion into DNS networks and safeguarding people's rights to privacy and 
check the DNS structure of the world wide web without any hesitation. 

Analysis of the Muddling Meerkat Operation 

The Muddling Meerkat operation, believed to be orchestrated by China, is a 
significant example of the country's involvement in intercepting and manipulating 
DNS traffic globally. This operation stands as a testament to the increasing 
concerns surrounding internet privacy and security. 

Techniques Employed by the Muddling Meerkat Operation 

The Muddling Meerkat operation utilizes various techniques to carry out DNS 
interception and manipulation. These techniques include: 

1. DNS Cache Poisoning: By injecting fraudulent DNS responses into caching servers, 
the attackers can redirect unsuspecting users to malicious websites or intercept 
their communications. 

2. DNS Spoofing: The operation involves impersonating legitimate DNS servers to 
deceive users into unknowingly communicating with malicious servers controlled 
by the attackers. This allows the attackers to intercept and manipulate the users' 
DNS queries and responses. 

3. Domain Hijacking: The Muddling Meerkat operation takes advantage of 
vulnerabilities in domain registration systems to gain control over legitimate 
domains. This enables the attackers to redirect traffic intended for these domains 
to their own servers, where they can eavesdrop or tamper with the communication. 
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Implications of China's DNS Interception 

Overview of  
Muddling Meerkat Operation 

Courtesy: Infoblox 
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China's alleged global interception and monitoring of DNS traffic raise significant 
concerns regarding internet privacy, data security, and freedom of information. The 
potential implications of China's DNS interception extend beyond its borders, 
impacting users worldwide. Here are some key areas affected: 

1. Internet Privacy: China's DNS interception allows for the gathering of vast 
amounts of user data, including browsing history and online activities. This intrusion 
compromises individual privacy and raises concerns about the misuse of personal 
information. 

2. Data Security: By intercepting DNS traffic, China may gain unauthorized access 
to sensitive information, such as passwords, financial transactions, and 
confidential corporate data. This poses a significant risk to individuals, businesses, 
and government entities alike. 

3. Freedom of Information: DNS interception enables the blocking or filtering of 
specific websites and content, contributing to internet censorship. This restriction 
on access to information undermines the principles of freedom of expression and 
the free flow of ideas. 

4. Cybersecurity: China's DNS interception capabilities create opportunities for 
cybercriminals to exploit vulnerabilities in the DNS infrastructure. This increases the 
risk of DNS hijacking, where attackers reroute legitimate traffic to malicious 
websites, facilitating various cyberattacks, including phishing and malware 
infections. 

5. Internet Governance: China's DNS interception practices challenge the open 
and decentralized nature of the internet. As a country with significant control over 
its internet infrastructure, its actions set a precedent for other nations to tighten 
their grip on internet governance, potentially leading to fragmented cyberspace. 

6. Global Internet Stability: DNS interception disrupts the natural flow of internet 
traffic, potentially causing delays and service disruptions. As a result, the overall 
stability of the global internet could be compromised, affecting businesses, 
communication channels, and critical online services. 

7. User Trust: The perception of compromised DNS security erodes user confidence 
in online platforms and services. When users feel that their data and privacy are at 
risk, they may be less inclined to engage fully in digital activities, hindering the 
growth and innovation of the online ecosystem. 

> "The implications of China's DNS interception extend beyond immediate privacy 
concerns to impact the very foundation of a free and open internet." – 
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Mitigating the Risks and Protecting DNS Security 

As the global threat of DNS interception and surveillance looms large, it becomes 
imperative for individuals and organizations to take proactive measures to 
safeguard their DNS traffic. By adopting best practices and utilizing effective tools, 
one can mitigate the risks associated with DNS interception and protect their online 
privacy and security. 

DNSSEC: Ensuring Data Integrity 

One of the most robust ways to protect against DNS interception is by 
implementing DNS Security Extensions (DNSSEC). DNSSEC adds an additional layer 
of security by digitally signing DNS data, ensuring its integrity and authenticity. By 
deploying DNSSEC, individuals and organizations can verify the legitimacy of DNS 
responses, significantly reducing the risk of a DNS interception attack. 

Utilizing VPNs and Proxies 

Virtual Private Networks (VPNs) and proxies offer a secure pathway for browsing the 
internet while encrypting the DNS traffic. By routing DNS queries through encrypted 
channels, VPNs and proxies effectively protect against eavesdropping and 
interception attempts. It is important to use reputable and trustworthy VPN or proxy 
services to ensure the confidentiality of DNS data. 

Encrypting DNS Traffic 

Encrypting DNS traffic plays a critical role in protecting against interception. By 
using protocols like DNS over HTTPS (DoH) or DNS over TLS (DoT), individuals and 
organizations can strengthen the security of their DNS communications. These 
protocols ensure that DNS queries remain private and cannot be easily intercepted 
or tampered with. 

Implementing DNS Firewall 

Employing a DNS firewall can provide an additional layer of defense against DNS 
interception and manipulation. DNS firewalls analyze DNS traffic and block requests 
from suspicious sources or known malicious domains, preventing potential attacks. 
This proactive approach significantly reduces the risk of falling victim to DNS 
interception campaigns. 

 

Regularly Monitoring DNS Traffic 
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To detect any signs of DNS interception or unusual behavior, it is crucial to monitor 
DNS traffic regularly. Intrusion Detection Systems (IDS) can help identify anomalous 
patterns or signs of DNS manipulation. By analyzing DNS query logs and monitoring 
for any unauthorized modifications, individuals and organizations can swiftly 
respond to any potential threats. 

Education and Awareness 

Raising awareness about the risks associated with DNS interception and 
surveillance is paramount. Providing education and training to users on best 
practices for protecting DNS security can greatly enhance their ability to identify 
and mitigate potential threats. Promoting a culture of cybersecurity awareness 
through regular workshops and information sharing can go a long way in 
safeguarding against DNS interception. 

Constantly Updating and Patching Systems 

Keeping DNS servers and related software up to date with the latest security 
patches is crucial. Vulnerabilities in outdated software can be exploited by 
attackers to intercept DNS traffic. Regularly updating systems and promptly 
patching any vulnerabilities helps ensure that DNS security remains robust and 
resilient. 

Collaboration and Monitoring International Events 

Collaborating with industry experts, organizations, and security communities is 
essential in tackling the global issue of DNS interception. Sharing information about 
emerging threats, participating in international forums, and monitoring global 
events related to DNS security can help stay ahead of evolving interception 
techniques. 

By implementing these practical solutions and adhering to best practices, 
individuals and organizations can fortify their DNS security and protect their DNS 
traffic from interception and surveillance. Mitigating the risks associated with DNS 
interception is critical in maintaining online privacy, data security, and the freedom 
of information in the face of increasing global surveillance efforts 

The Future of DNS Security in the Face of Global Surveillance 

In today's increasingly interconnected world, the issue of DNS security has become 
more critical than ever before. With reports and allegations of China's involvement 
in intercepting and monitoring DNS traffic globally, it is vital to examine the 
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challenges we face in securing the DNS infrastructure and explore potential 
developments to counter the growing threat of global surveillance. 

The future of DNS security hinges on our collective efforts to address the challenges 
posed by global surveillance. Through the adoption of DNS encryption, the 
development of privacy tools, improved internet governance, and innovative DNS 
security protocols, we can enhance the confidentiality, integrity, and availability of 
DNS traffic. By raising awareness and implementing best practices, individuals and 
organizations can play a vital role in protecting their DNS activities and 
safeguarding the internet from unauthorized surveillance. 

 

FAQs 

Q: How does DNS interception work? 

A: DNS interception involves intercepting and manipulating DNS queries or 
responses to redirect users to malicious websites or gain unauthorized access to 
sensitive information. 

Q: How can individuals protect themselves from DNS interception? 

A: Individuals can protect themselves from DNS interception by using DNS 
encryption protocols, such as DNS over HTTPS (DoH) or DNS over TLS (DoT), and by 
regularly updating their DNS software. 

Q: What steps can organizations take to secure their DNS traffic? 

A: Organizations can secure their DNS traffic by implementing DNSSEC (DNS 
Security Extensions), monitoring DNS traffic for any suspicious activities, and 
collaborating with cybersecurity experts to address vulnerabilities in their DNS 
infrastructure. 
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