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Zero Trust has now become an integral part of any organization’s security infrastructure 

and framework. Our Zero Trust series aims to provide a greater understanding over this 

revolutionary concept.  

 

Use Case – Achieving Zero Trust 
 

 
 

Problem Statement – Before Zero Trust 
With standard security controls, identities and devices can be compromised due to 

the absence of:   

• Proper identity management 

• Proper access management 

• Sufficient device management  

• Sufficient context-based access systems 

In Part 1 of our Zero Trust series, we covered what Zero Trust is, how it’s different 

from other solutions and how it can be set up. The article can be found here: 

https://bit.ly/ZT_part1 

In Part 2, we took a closer look at ZTNA: What it is, how it’s implemented and how it’s 

delivered, and how organization can determine their readiness to implement a Zero 

Trust. The article can be found here: https://bit.ly/ZTPart2 

In this final part, we will showcase how a Zero Trust framework can be implemented, 

taking advantage of technologies from Microsoft and AppGate, with the help of a use 

case 

In Part 1 of our Zero Trust series, we covered what Zero Trust is, how it’s different 

from other solutions and how it can be set up. The article can be found here:  

In Part 2, we took a closer look at ZTNA: What it is, how it’s implemented and how it’s 

delivered, and how organization can determine their readiness to implement a Zero 

Trust  

In this final part, we will showcase how a Zero Trust framework can be implemented, 

taking advantage of technologies from Microsoft and AppGate, with the help of a use 

case.  
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In the below diagram we attempt to represent the potential challenges that can be faced by an organization across: Identity management, 

Access Control, Application Management and Data Security 

 

Figure 2: Challenges and risks faced by an organization 

Figure 1: The infrastructure before Zero Trust 
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The Zero Trust Solution – With Microsoft and AppGate SDP 
The below blueprint represents a simple, yet effective strategy to mitigate the challenges using two 

robust solutions:  

  

 

The next table details the solution that can be adopted, the risks mitigated, and the processes 

enabled. 

Figure 3: The Zero Trust Solution - With Microsoft and AppGate SDP 
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Success Criteria 

• Ensuring users have access to resources when required, enabling projects to be 
completed in a timely manner 

• The organization’s network is protected from attackers with malicious intent 
• The organization was able to control user access to their network regardless of their 

location 
• AppGate was able to provide context based, dynamic access to users by setting up a 

secure connection 
• Enabling security engineers to protect the organization with the help of logs brought 

into a single platform (Azure Sentinel) to provide a holistic view over the activities of 
the remote workforce 

Conclusion 
With the solutions offered by Microsoft and AppGate SDP, organizations can ensure that 
sensitive information within devices remains protected, and that only the right people are 
given access to the network. This way, ensuring the different tenants of Zero Trust are 
satisfied.  
 
For more on how Paramount can help your organization achieve its Zero Trust goals, you 

can get in touch with us at www.paramountassure.com.  

Or send us an email at: ashok.c@paramountassure.com 

  

http://www.paramountassure.com/
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